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Figure 1
[bookmark: _Hlk26865195]Information security is an ever-evolving field requiring security professionals to constantly learn and evolve with it. Demonstrating evolving knowledge to customers, peers, and hiring managers has become a complex affair. While experience is still king it can be daunting to summarize advanced and various knowledge into a single bullet on a resume.
Certification entities strive to help by providing standardized exams that test specific knowledge and issuing verifiable certifications to successful testers. These certifications provide a way to quickly relate competence in specific bodies of knowledge (BOKs) through a short acronym or badge. However, like most symbols these acronyms and badges must be recognizable to be of any use.
[bookmark: _GoBack]The chart in figure 1 above is a sort of Rosetta stone for these certifications. The chart attempts to classify and rank security certifications based on reputation, difficulty, and usefulness of their BOKs. Ranks are based on my judgement of these certifications and feedback from dozens of security professionals.
Below is additional information on the certifications highlighted by this chart.
Core Certifications
Core certifications (categorized on the chart in Security Management with gold font and a gradient background) are those certifications that bridge across all security categories. Core certifications are appropriate for all security professionals and certificate holders should be able to demonstrate knowledge of multiple security concepts. The higher on the chart the wider and deeper that knowledge is tested.
	Certification
	Exam Details
	Description

	[image: Related image]

CompTIA Security+
	$339
90 Questions
3-year Expiration
	The CompTIA Security+ exam will certify the successful candidate has the knowledge and skills required to install and configure systems to secure applications, networks, and devices; perform threat analysis and respond with appropriate mitigation techniques; participate in risk mitigation activities; and operate with an awareness of applicable policies, laws, and regulations. The successful candidate will perform these tasks to support the principles of confidentiality, integrity, and availability.


	[image: https://www.isc2.org/-/media/ISC2/Sponsor-Logos/SSCP---Square.ashx?h=132&w=132&la=en&hash=8F70DE26F892EE4090C4195F7D4B2D3EE572A183]

(ISC)2
SSCP
	$250
125 Questions
3-year Expiration

	The Systems Security Certified Practitioner (SSCP) is ideal for IT administrators, managers, directors and network security professionals responsible for the hands-on operational security of their organization’s critical assets. It shows you have the advanced technical skills and knowledge to implement, monitor and administer IT infrastructure using security best practices, policies and procedures.

	[image: Image result for gsec logo]

GIAC
GSEC
	$1,899
180 Questions
4-year Expiration
	The GIAC Security Essentials (GSEC) certification validates a practitioner's knowledge of information security beyond simple terminology and concepts. GSEC certification holders are demonstrating that they are qualified for hands-on IT systems roles with respect to security tasks.
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CompTIA
CASP
	$439
90 Questions
3-year Expiration
	The CompTIA Advanced Security Practitioner (CASP+) covers the technical knowledge and skills required to conceptualize, engineer, integrate and implement secure solutions across complex environments to support a resilient enterprise.

	[image: https://www.isc2.org/-/media/ISC2/Sponsor-Logos/CISSP---Square.ashx?h=131&w=131&la=en&hash=1E0E8FC483EC6D358A97EB46BD89153CB55E1DEA]

(ISC)2
CISSP
	$699
~150 Questions
3-year Expiration
	The Certified Information Systems Security Professional (CISSP) is ideal for information security professionals seeking to prove their understanding of cybersecurity strategy and hands-on implementation. It shows you have the advanced knowledge and technical skills to design, develop and manage an organization’s overall security posture.

	[image: https://www.giac.org/images/design/custom/icons/certs/small/gse-gold.png]

GIAC
GSE
	$529 + $2,579
24 Hands-on Questions
2-day Hands-on Lab
4-year Expiration
	The [GIAC Security Expert (GSE)] exam was developed by subject matter experts and top industry practitioners. The GSE's performance based, hands-on nature sets it apart from any other certifications in the IT security industry. The GSE will determine if a candidate has truly mastered the wide variety of skills required by top security consultants and individual practitioners.


Security Implementation
Security professionals must be familiar with core IT concepts that are not explicitly related to security. Security implementation certifications focus on those core concepts at various levels. Entry level Security implementation certifications are appropriate for all security professionals. The novice and advanced certifications are more appropriate for Security Administrators, Security Engineers, and Security Architects. Security implementation certifications demonstrate that security professionals have advanced knowledge of IT core concepts and security technological solutions.
NetSec
	Certification
	Exam Details
	Description

	[image: ] Palo Alto
PCCSA
	$100
50 Questions
2-year Expiration
	The Palo Alto Networks Certified Cybersecurity Associate (PCCSA) is an entry-level certification that will validate that a candidate possesses knowledge of cutting-edge technology available today to manage the cyberthreats of tomorrow.
PCCSA-certified individuals have detailed knowledge of the latest trends in networks-based cyberattacks, and of cutting-edge technologies available to prevent them.

	
[image: ]
FortiNet
NSP
(NSE 4)
	$400
60 Questions
2-year Expiration
	The Network Security Professional designation recognizes your ability to install and manage the day-to-day configuration, monitoring, and operation of a FortiGate device to support specific corporate network security policies.
We recommend this course for network and security professionals who are involved in the day-to-day management, implementation, and administration of a security infrastructure using FortiGate devices.

	[image: ] Juniper JNCIA Sec
	$200
65 Questions
3-year Expiration
	Junos Security Associate - designed for networking professionals with beginner-intermediate knowledge of the Juniper Networks Junos OS for SRX Series devices, this written exam verifies the candidate’s understanding of security technologies and related platform configuration and troubleshooting skills.

	[image: Image result for splunk esca certification]Splunk
ESCA
	$4,625
6 Courses +
60 Questions
	A Splunk Certified Enterprise Security Admin manages a Splunk Enterprise Security environment, including ES event processing and normalization, deployment requirements, technology add-ons, settings, risk analysis settings, threat intelligence and protocol intelligence configuration, and customizations. This certification demonstrates an individual's ability to install, configure, and manage a Splunk Enterprise Security deployment.

	[image: ] Palo Alto
PCNSA
	$140
50 Questions
2-year Expiration
	The Palo Alto Networks Certified Network Security Administrator (PCNSA) certifies that individuals have demonstrated knowledge of key features of Palo Alto Networks next-generation firewalls and can effectively deploy the firewalls to securely enable traffic based on who (users), what (applications), when (time-based policy), and how (content). Palo Alto Networks nextgeneration firewalls that are configured correctly enable administrators to prevent successful cyberattacks.

	[image: ] Juniper JNCIS Sec
	$300
65 Questions
3-year Expiration
	Junos Security Specialist - designed for experienced networking professionals with intermediate knowledge of the Juniper Networks Junos OS for SRX Series devices, this written exam verifies the candidate’s understanding of security technologies and related platform configuration and troubleshooting skills.

	[image: ]FortiNET
NSA
(NSE 7)
	$400
30 Questions
2-year Expiration
	The NSE 7 Network Security Architect designation recognizes your advanced skills and ability to deploy, administer, and troubleshoot Fortinet security solutions.
We recommend this course for network and security professionals who are involved in the design, administration, and support of security infrastructures using Fortinet solutions.

	[image: ] Palo Alto
PCNSE
	$160
75 Questions
2-year Expiration
	A Palo Alto Networks Certified Network Security Engineer (PCNSE) is capable of designing, deploying, configuring, maintaining and trouble-shooting the vast majority of Palo Alto Networks Operating Platform implementations.

	[image: ] Juniper JNCIP Sec
	$400
65 Questions
3-year Expiration
	Junos Security Professional - designed for experienced networking professionals with advanced knowledge of the Juniper Networks Junos OS for SRX Series devices, this written exam verifies the candidate’s understanding of advanced security technologies and related platform configuration and troubleshooting skills.
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FortiNET
NSE 8
	$400
Written Exam
2-year Expiration
	The NSE 8 Fortinet Network Security Expert designation recognizes your comprehensive knowledge of network security design, configuration, and troubleshooting for complex networks. To attempt the exam, you must have industry experience.
We recommend this course for networking and security experts who use Fortinet solutions. In addition to formal training, you should have experience with a variety of complex networks and can solve complicated security problems.

	[image: ] Juniper
JNCIE Sec
	$1,400
8 Hour Lab
3-year Expiration
	Junos Security Expert - this exam is designed to validate the networking professionals’ ability to deploy, configure, manage, and troubleshoot Junos-based security platforms. Throughout this 8-hour practical exam, candidates will build a secure enterprise network consisting of multiple interconnected sites and services using firewall devices. Successful candidates will perform system configuration on all devices, configure secure management capabilities, implement advanced security features, define complex policies and attack prevention features, HA capabilities, and IPS features.


Cisco
	Certification
	Exam Details
	Description

	[image: ]CompTIA
Network+
	$319
90 Questions
3-year Expiration
	Network+ ensures an IT professional has the knowledge and skills to:
- Design and implement functional networks
- Configure, manage, and maintain essential network devices
- Use devices such as switches and routers to segment network traffic and create resilient networks
- Identify benefits and drawbacks of existing network configurations
- Implement network security, standards, and protocols
- Troubleshoot network problems
- Support the creation of virtualized networks

	[image: ]Cisco
CCT
	$165
60 Questions
3-year Expiration
	Cisco Certified Technicians have the skills to diagnose, restore, repair, and replace critical Cisco networking and system devices at customer sites. Technicians work closely with the Cisco Technical Assistance Center (TAC) to quickly and efficiently resolve support incidents. Cisco authorized training is available online and can be completed in multiple short sessions, enabling technicians to stay productive in the field. Cisco Certified Technician (CCT) certification is available in multiple technology tracks, providing an opportunity for Cisco support technicians to expand their area of expertise.

	[image: ]Cisco CCNA CyberOps
	~$325
~130 Questions
3-year Expiration
	Today's organizations are challenged with rapidly detecting cybersecurity breaches and effectively responding to security incidents. Teams of people in Security Operations Centers (SOC’s) keep a vigilant eye on security systems, protecting their organizations by detecting and responding to cybersecurity threats.

The CCNA Cyber Ops certification prepares candidates to begin a career working with associate-level cybersecurity analysts within security operations centers.

	[image: ]Cisco
CCNA
	~$330
~70 Questions
3-year Expiration
	The Cisco Certified Network Administrator (CCNA) exam tests your knowledge and skills related to:
- Network fundamentals
- Network access
- IP connectivity
- IP services
- Security fundamentals
- Automation and programmability

	[image: ]Cisco CCNP Enterprise
	~$600
~100 Questions
3-year Expiration
	The new Cisco Certified Network Professional (CCNP) Enterprise certification program prepares you for today’s professional-level job roles in enterprise networking technologies. CCNP Enterprise now includes automation and programmability to help you scale your networking infrastructure.

CCNP validates the core knowledge you need while giving you the flexibility to choose a focus area.

	[image: ] Cisco CCNP Security
	~$1,200
~100 Questions
3-year Expiration
	Achieving Cisco Certified Network Professional - Security certification proves your skills with security solutions. The new CCNP Security certification program prepares you for today’s professional-level job roles in security technologies. CCNP Security now includes automation and programmability to help you scale your security infrastructure.

	[image: ]Cisco
CCDE
	~$1,600
Written Exam
Hands-on Lab
2-year Expiration
	The Cisco Certified Design Expert (CCDE) is for expert-level network design engineers, expert-level network leads of IT infrastructure teams, and expert-level network leads of architecture teams working in job roles that require them to translate business needs, budget, and operational constraints into the design of a converged solution. The CCDE curriculum prepares designers to develop design solutions at the infrastructure level for large customer networks. The deep technical networking knowledge that a CCDE brings ensures that they are well qualified to address the most technically challenging network infrastructure design assignments.

	[image: ]
Cisco CCIE
Enterprise
	~$2,050-$19,000
Hands-on Lab
2-year Expiration
	The new Cisco Certified Implementation Expert (CCIE) Enterprise Infrastructure certification program prepares you for today’s expert-level job roles in enterprise infrastructure technologies. CCIE Enterprise Infrastructure now includes automation and programmability to help you scale your enterprise infrastructure.

	[image: ] Cisco CCIE Security
	~$2,050-$19,000
Hands-on lab
2-year Expiration
	The Cisco Certified Internetwork Expert Security (CCIE Security) program recognizes security experts who have the knowledge and skills to architect, engineer, implement, troubleshoot, and support the full suite of Cisco security technologies and solutions using the latest industry best practices to secure systems and environments against modern security risks, threats, vulnerabilities, and requirements.

	[image: ]Cisco
CCAr
	~$15,000
Board Exam
Indefinite
	The Cisco Certified Architect (CCAr) certification is for senior network infrastructure architects who produce technical specifications for the network to support business objectives. The curriculum focuses on understanding the business strategy and translating it into technical infrastructure requirements.



Windows
	Certification
	Exam Details
	Description

	[image: ]CompTIA
A+
	$438
180 Questions
3-year Expiration
	CompTIA A+ certified professionals are proven problem solvers. They support today’s core technologies from security to cloud to data management and more. CompTIA A+ is the industry standard for launching IT careers into today’s digital world.

	[image: ]Microsoft MTA
	$80
30-50 Questions
Indefinite
	MTA certifications are a great place to start if you would like to get into the technology field. MTA certifications address a wide spectrum of fundamental technical concepts, assess and validate core technical knowledge, and enhance technical credibility. Note: MTA exams do not qualify for MCP certification, nor are they a prerequisite for MCSA or MCSD certification.

	[image: Image result for Microsoft Mcsa server 2016 acclaim]Microsoft MCSA Server
	$495
~180 Questions
Indefinite
	Prove your mastery of the primary set of Windows Server 2016 skills required to reduce IT costs and deliver more business value.

Earning an MCSA: Windows Server 2016 certification qualifies you for a position as a network or computer systems administrator or as a computer network specialist, and it is the first step on your path to becoming a Microsoft Certified Solutions Expert (MCSE).

	[image: ]GIAC
GCWN
	$1,999
75 Questions
3-year Expiration
	The GIAC Certified Windows System Administrator (GCWN) certification validates a practitioner's ability to secure Microsoft Windows clients and servers. GCWN certification holders have the knowledge and skills needed to configure and manage the security of Microsoft operating systems and applications, including: PKI, IPSec, Group Policy, AppLocker, DNSSEC, PowerShell, and hardening Windows against malware and persistent adversaries.

	[image: ]Microsoft MCSE Core Infrastructure
	$465
~60 Questions
Indefinite
	This certification validates that you have the skills needed to run a highly efficient and modern data center, identity management, systems management, virtualization, storage, and networking.

Earning an MCSE: Core Infrastructure certification qualifies you for such jobs as administrator, architect, computer support specialist, and information security analyst.



Linux
	Certification
	Exam Details
	Description

	[image: ]CompTIA
A+
	$438
180 Questions
3-year Expiration
	CompTIA A+ certified professionals are proven problem solvers. They support today’s core technologies from security to cloud to data management and more. CompTIA A+ is the industry standard for launching IT careers into today’s digital world.

	[image: ]CompTIA Linux+ / LPIC-1
	$319
60 Questions
3-year Expiration
	The new CompTIA Linux+ is for the IT pro who will use Linux to manage everything from cars and smartphones to servers and supercomputers, as a vast number of enterprises use Linux in cloud, cybersecurity, mobile and web administration applications.

	[image: ]SUSE
SCA
	$149
70 Questions
Indefinite
	The SUSE Certified Administrator exam covers an overview of SUSE Enterprise Linux, the Linux filesystem, VIM editor, system initialization, process management, identity & security, software management, network management, storage management, administration & monitoring, and installing SUSE Linux Enterprise.

	[image: ]LPI
LPIC-2
	$200
60 Questions
5-year Expiration
	LPIC-2 is the second certification in LPI’s multi-level professional certification program. The LPIC-2 will validate the candidate's ability to administer small to medium–sized mixed networks. The candidate must have an active LPIC-1 certification to receive LPIC-2 certification, but the LPIC-1 and LPIC-2 exams may be taken in any order.

	[image: ]Red Hat RHCSA
	$400
20 Questions
3-year Expiration
	The performance-based Red Hat Certified System Administrator (RHCSA) exam (EX200) tests your knowledge in areas of system administration common across a wide range of environments and deployment scenarios. The skills tested in this exam are the foundation for system administration across all Red Hat® products.

	[image: ]GIAC
GCUX
	$999
75 Questions
3-year Expiration
	The GIAC Certified Unix System Administrator (GCUX) certification validates a practitioner's knowledge of hardening Linux/Unix systems, Linux application security, and Linux/Unix digital forensics. GCUX certification holders have the knowledge, skills and abilities to secure and audit UNIX and Linux systems, and are able to use multiple tools to handle security issues, including SSH, AIDE, sudo, lsof, and many others.

	[image: ]SUSE
SCE
	$195
Practical Exam
Indefinite
	The SUSE Certified Engineer exam covers advanced system administration, encryption, shell scripting, hardware, advanced networking, advanced storage administration, centralized authentication, advanced software management, and configuration Management with Salt with SUSE Enterprise Linux.

	[image: ]LPI
LPIC-3
	$200
60 Questions
5-year Expiration
	The LPIC-3 certification is the culmination of LPI’s multi-level professional certification program. LPIC-3 is designed for the enterprise-level Linux professional and represents the highest level of professional, distribution-neutral Linux certification within the industry. Three separate LPIC-3 specialty certifications are available. Passing any one of the three exams will grant the LPIC-3 certification for that specialty.

	[image: ]Red Hat RHCE
	$400
Practical Exam
3-year Expiration
	The performance-based Red Hat Certified Engineer (RHCE) exam for Red Hat Enterprise Linux 7 (EX300) tests to determine if your knowledge, skill, and ability meet those required of a senior system administrator responsible for Red Hat® Enterprise Linux® systems. Red Hat Certified System Administrator (RHCSA®) certification is required to earn RHCE® certification.
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SUSE
SEA
	~$1,050
Multiple Exams
Indefinite
	To become a SUSE Enterprise Architect (SEA), candidates must achieve a certification portfolio that includes:

- 3 Administrator certifications from any of the existing tracks.
- 2 Engineer certifications from any 2 of the tracks where the candidate has already certified at the Administrator level.
- 1 elective certification from any track. Existing electives include any remaining certification from any remaining track or specialty certifications in Advanced Support, Security or High Availability.

	[image: ]Red Hat RHCA
	$3745+
Multiple Exams
	A Red Hat® Certified Architect (RHCA) is a Red Hat Certified Engineer (RHCE®), Red Hat Certified Enterprise Microservices Developer (RHCEMD), or Red Hat Certified JBoss® Developer (RHCJD) who has attained our highest level of certification by passing—and keeping current—five additional certifications chosen from the system administrator and developer lists.


Cloud / SysOps
	[bookmark: _Hlk26280885]Certification
	Exam Details
	Description

	[image: ]AWS
CP
	$100
65 Questions
3-year Expiration
	The AWS Certified Cloud Practitioner examination is intended for individuals who have the knowledge and skills necessary to effectively demonstrate an overall understanding of the AWS Cloud, independent of specific technical roles addressed by other AWS Certifications. The exam can be taken at a testing center or from the comfort and convenience of a home or office location as an online proctored exam.

	[image: C:\Users\pmorgan\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\C52491E6.tmp]CompTIA
Cloud+
	$319
90 Questions
3-year Expiration
	CompTIA Cloud+ validates the skills you need to maintain and optimize cloud infrastructure services.
Cloud+ covers the increased diversity of knowledge, skills and abilities required of system administrators to validate what is necessary to perform effectively in data center jobs.
CompTIA Cloud+ views cloud-based infrastructure services as an increasingly important piece of an organization’s IT systems.

	[image: ]Mile2
CVCP
	$400
100 Questions
3-year Expiration
	The Mile2 Certified Virtualization & Cloud Principles exam covers necessary architecture components to help understand what technologies are being used under the hood so that we can make informed decisions when choosing a cloud vendor.

	[image: ]CompTIA Server+
	$319
100 Questions
Indefinite
	CompTIA Server+ certified candidates can work in any environment because it is the only vendor-neutral certification covering the major server platforms. It is the only industry certification that covers the latest server technologies including virtualization, security and network-attached storage.

CompTIA Server+ certification validates the skills necessary to be a server administrator. Successful candidates will have mastered the following concepts: Virtualization, Storage, Security, and Troubleshooting

	[image: ]Cloud Security Alliance CCSK
	$395
60 Questions
Indefinite
	The CCSK is a web-based examination of an individual’s competency in key cloud security issues. Launched in 2010, the CCSK is a widely recognized standard of expertise and is the industry’s primary benchmark for measuring cloud security skillsets. The CCSK was recently lauded as the most valuable IT certification in terms of average salary by Certification Magazine.

	[image: ]Mile2
CVE
	$400
100 Questions
3-year Expiration
	This exam covers the foundation for a top performing software-defined data center, it also covers the latest in virtualization and cloud technologies which gives the engineer or administrator the knowledge and skills needed to design and manage the datacenter for tomorrow’s needs. This exam covers everything from design, installation, configuration, best practices, to performance monitoring.

	[image: ]Azure
AAA
	$165
60 Questions
2-year Expiration
	Candidates for the Azure Administrator Associate exam are Azure Administrators who manage cloud services that span storage, security, networking, and compute cloud capabilities. Candidates have a deep understanding of each service across the full IT lifecycle, and take requests for infrastructure services, applications, and environments. They make recommendations on services to use for optimal performance and scale, as well as provision, size, monitor, and adjust resources as appropriate.
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SAA
	$150
65 Questions
3-year Expiration
	The AWS Certified Solutions Architect - Associate examination is intended for individuals who perform a solutions architect role and have one or more years of hands-on experience designing available, cost-efficient, fault-tolerant, and scalable distributed systems on AWS.

	[image: ]AWS
Security Specialist
	$300
65 Questions
3-year Expiration
	The AWS Certified Security – Specialty is intended for individuals who perform a security role with at least two years of hands-on experience securing AWS workloads.

	[image: Image result for salesforce certified]SalesForce
SA
	$400
3 Scenarios
Expiration Varies
	SalesForce System Architects focus on off-platform systems, integration, securing access between systems as well as managing governance and testing capabilities for deployment and ongoing Salesforce modification requirements.

	[image: ]VMware
VCP NV
	$375 +
Any VCP course
65+77 Questions
3-year Expiration
	The VCP-NV 2019 certification proves you can transform the economics of network and security operations for your company. VCP-NV 2019 certification validates your ability to install, configure, and administer NSX virtual networking implementations, regardless of the underlying physical architecture.

	[image: ] (ISC)2
CCSP
	$549
125 Questions
3-year Expiration
	A Certified Cloud Security Professional applies information security expertise to a cloud computing environment and demonstrates competence in cloud security architecture, design, operations, and service orchestration. This professional competence is measured against a globally recognized body of knowledge.
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VCP DCV
	$375 +
Any VCP course
65+70 Questions
3-year Expiration
	The VCP-DCV 2019 certification validates candidate skills to implement, manage, and troubleshoot a vSphere V6.7 infrastructure, using best practices to provide a powerful, flexible, and secure foundation for business agility that can accelerate the transformation to cloud computing.

	[image: ] VMware
VCIX NV
	$900
73 Questions
3-year Expiration
	The VCAP-NV Design 2019 certification validates you can gather customer information, including requirements, risks, constraints, and assumptions, and use that information to make design recommendations for NSX-T Data Center 2.4 solutions.

	[image: ]AWS
SAP
	$300
75 Questions
3-year Expiration
	The AWS Certified Solutions Architect – Professional exam is intended for individuals who perform a solutions architect role with two or more years of hands-on experience managing and operating systems on AWS.

	[image: ]Azure
SAE
	$330
120 Questions
2-year Expiration
	Candidates for this exam are Azure Solution Architects who advise stakeholders and translate business requirements into secure, scalable, and reliable solutions. Candidates should have advanced experience and knowledge across various aspects of IT operations, including networking, virtualization, identity, security, business continuity, disaster recovery, data management, budgeting, and governance. This role requires managing how decisions in each area affects an overall solution. Candidates must be proficient in Azure administration, Azure development, and DevOps, and have expert-level skills in at least one of those domains.

	 [image: ] VMware
VCIX
	$900
77 Questions
3-year Expiration
	The industry-recognized VCAP-DCV Implementation Expert 2019 certification validates that you know how to deploy and optimize VMware vSphere 6.5 infrastructures. It proves that you have the knowledge and skills necessary to leverage best practices that provide a scalable and reliable virtualization platform for your organization.

	[image: ] VMware
VCDX
	$3,995
Application
3-year Expiration
	VMware Certified Design Expert (VCDX) is the highest level of VMware certification. This elite group of VCDX professionals is comprised of design architects highly-skilled in VMware enterprise deployments. Prove you can deliver true business value by validating your expertise in vSphere6.x and enabling the best performance, availability, and efficiency from your infrastructure and applications.


ICS / OT
	Certification
	Exam Details
	Description

	[image: ]ISA
CFS
	$2000
3-year Expiration
	The move to using open standards such as Ethernet, TCP/IP, and web technologies in supervisory control and data acquisition (SCADA) and process control networks has begun to expose these systems to the same cyberattacks that have wreaked so much havoc on corporate information systems. This course provides a detailed look at how the ANSI/ISA99 standards can be used to protect your critical control systems. It also explores the procedural and technical differences between the security for traditional IT environments and those solutions appropriate for SCADA or plant floor environments.

	[image: ]GIAC
GICSP
	$999
115 Questions
3-year Expiration
	The GICSP bridges together IT, engineering and cyber security to achieve security for industrial control systems from design through retirement. This unique vendor-neutral, practitioner focused industrial control system certification is a collaborative effort between GIAC and representatives from a global industry consortium involving organizations that design, deploy, operate and/or maintain industrial automation and control system infrastructure. GICSP will assess a base level of knowledge and understanding across a diverse set of professionals who engineer or support control systems and share responsibility for the security of these environments.

	[image: ]ISA
CRAS
	$2700
3-year Expiration
	The first phase in the IACS Cybersecurity Lifecycle (defined in ISA 62443-1-1) is to identify and document IACS assets and perform a cybersecurity vulnerability and risk assessment in order to identify and understand the high-risk vulnerabilities that require mitigation.  Per ISA 62443-2-1 these assessments need to be performed on both new (i.e. greenfield) and existing (i.e. brownfield) applications. Part of the assessment process involves developing a zone and conduit model of the system, identifying security level targets, and documenting the cybersecurity requirements into a cybersecurity requirements specification (CRS).  

	[image: Image result for cssa certification]IACRB
CSSA
	$499
100 Questions

	The CSSA determines if a candidate possess adequate knowledge to properly secure a SCADA system. It is designed to be relevant for power transmission, oil and gas and water treatment industries.

The CSSA certification provides professionals with an objective measure of competence as well as a recognizable standard of achievement. The CSSA credential is ideal for industrial network administrators and their managers, as well as IT professionals and their managers.

	[image: ]GIAC
GRID
	$1999
75 Questions
3-year Expiration
	The GRID certification is for professionals who want to demonstrate that they can perform Active Defense strategies specific to and appropriate for an Industrial Control System (ICS) network and systems. Candidates are required to demonstrate an understanding of the Active Defense approach, ICS-specific attacks and how these attacks inform mitigation strategies. Candidates must also show an understanding of the strategies and fundamental techniques specific to core subjects with an ICS-focus such as network security monitoring (NSM), digital forensics and incident response (DFIR).
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CDS
	$2700
3-year Expiration
	The second phase in the IACS Cybersecurity Lifecycle (defined in ISA 62443-1-1) focuses on the activities associated with the design and implementation of IACS cybersecurity countermeasures.  This involves the selection of appropriate countermeasures based upon their security level capability and the nature of the threats and vulnerabilities identified in the Assess phase.  This phase also includes cybersecurity acceptance testing of the integrated solution, in order to validate countermeasures are properly implemented and that the IACS has achieved the target security level.

	[image: ]GIAC
GCIP
	$1999
75 Questions
	"The bulk electric system or "the grid" is arguably the most critical of the critical infrastructures demanding that personnel charged with supporting it, understand the impact of their actions and inactions with regard to system reliability, safety and security. The GIAC Critical Infrastructure Protection will help validate that the professionals who access, support and maintain the critical systems that keep the grid running have an understanding of the regulatory requirements of NERC CIP as well as practical implementation strategies to achieve both regulatory compliance and its cyber security objectives." -Ted Gutierrez, co-author of SANS ICS456: Essentials for NERC Critical Infrastructure Protection

	[image: ]ISA
Expert
	$2700
3-year Expiration
	The third phase in the IACS Cybersecurity Lifecycle (defined in ISA 62443-1-1) focuses on the activities associated with the ongoing operations and maintenance of IACS cybersecurity.  This involves network diagnostics and troubleshooting, security monitoring and incident response, and maintenance of cybersecurity countermeasures implemented in the Design & Implementation phase.  This phase also includes security management of change, backup and recovery procedures and periodic cybersecurity audits.  

	GIAC
ICS612 Practitioner (BETA)
	~$1999
~75 Questions
3-year Expiration
	The in-classroom lab setup was developed to simulate a real-world environment where a controller is monitoring/controlling devices deployed in the field along with a field-mounted touchscreen Human Machine Interface (HMI) available for local personnel to make needed process changes. Utilizing operator workstations in a remotely located control center, system operators use a SCADA system to monitor and control the field equipment. Representative of a real ICS environment, the classroom setup includes a connection to the enterprise, allowing for data transfer (i.e., Historian), remote access, and other typical corporate functions.


Security Architecture
An advanced security field, Security Architecture is focused on the design of security services and solutions. Security Architecture certifications are appropriate for security managers, security engineers, security architects, and enterprise architects. There is a natural progression from security engineering to security architecture. Security architecture certifications demonstrate that security professionals can design services and solutions in a formal framework that accounts for business operations and interconnectivity considerations.
	Certification
	Exam Details
	Description

	[image: Image result for axelos ITIL acclaim]Axelos
ITIL Foundation
	
$314
40 Questions
Indefinite
	ITIL 4 will enable IT professionals to support their organization on their journey to digital transformation and support world-class digital services.

✓ ITIL 4 helps to successfully navigate the modern digital world
✓ ITIL 4 provides a holistic picture of IT enabled service delivery
✓ ITIL 4 reflects and integrates other established ways of working
✓ ITIL 4 incorporates all the best things from ITIL

	[image: Image result for comptia project+]CompTIA
Project+
	$285
95 Questions
Indefinite
	The CompTIA Project+ examination is designed for business professionals who coordinate or manage small-to-medium-sized projects. The successful candidate will have the knowledge and skills required to:
- Manage the project life cycle
- Ensure appropriate communication
- Manage resources and stakeholders
- Maintain project documentation

	[image: Image result for togaf foundation]TOGAF Foundation
	$320
40 Questions
2-year Expiration
	TOGAF 9 Foundation: provides validation that the candidate has gained knowledge of the TOGAF terminology, structure, and basic concepts, and understands the core principles of Enterprise Architecture and the TOGAF standard.

	[image: Image result for zachman enterprise architect associate]Zachman EA
Associate
	$2,799
2-hour Exam
3-year Expiration
	The Zachman Enterprise Architect Associate (Level 1) exam covers concepts surrounding the science behind The Zachman Framework and Enterprise Architecture.

	[image: C:\Users\pmorgan\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\1E30F283.tmp]EC Council
CNDA
	$200
Application
3-year Expiration
	The Certified Network Defense Architect is specially designed for Government Agencies or Military Agencies around the world. You need to first obtain CEH certification from EC-Council and must be employed by a government or military agency or be a contract employee of the Government.

	[image: Image result for asis cpp certification]ASIS
APP
	$350
100 Questions
3-year Expiration
	Earning the APP will show your colleagues and supervisor that you have mastered the four domains of this APP:
- Security Fundamentals
- Business Operations
- Risk Management
- Response Management

	[image: Image result for sabsa logo]SABSA
Foundation
	$5082
Course + 48 Questions

	The SABSA Foundation Modules (F1 & F2) are The SABSA Institute’s official starting point for developing Security Architecture Competencies.  They are designed to create a broad-spectrum of knowledge and understanding of the SABSA method, its frameworks, concepts, models & techniques.  Theories and concepts are put to the test in ‘proof-of-concept- style case study exercises and workshops so that candidates can understand how SABSA is best applied to meet the challenges of the real world.

	[image: Certified ScrumMaster<sup>®</sup>]
Scrum
CSM
	~$1,500
50 Questions
2-year Expiration
	As a Certified ScrumMaster® (CSM®), you’ll help the Scrum Team perform at their highest level. CSMs also protect the team from both internal and external distractions. Through the certification process, you will learn the Scrum framework and gain an understanding of team roles, events, and artifacts.

	[image: Image result for pmi capm certification]PMI
CAPM
	$300
150 Questions
3-year Expiration
	The Certified Associate in Project Management (CAPM)® is an asset that will distinguish you in the job market and enhance your credibility and effectiveness working on — or with — project teams. The CAPM® recognizes your knowledge of the profession’s preeminent global standard, you’ll stand out to employers and be poised to move ahead.

	[image: Image result for giac gppa]GIAC
GPPA
	$1,999
75 Questions
3-year Expiration
	GIAC Certified Perimeter Protection Analysts (GPPAs) have the knowledge, skills, and abilities to design, configure, and monitor routers, firewalls, and perimeter defense systems. Once upon a time, perimeter security included primarily firewalls. Today, perimeter security involves much more than just firewalls to protect our environments. The perimeter is not what it used to be! Therefore, the GCFW certification has been renamed to properly reflect that fact.

	[image: Image result for csslp] (ISC)2
CSSLP
	$549
100 Questions
3-year Expiration
	The Certified Secure Software Lifecycle Professional (CSSLP) is ideal for software development and security professionals responsible for applying best practices to each phase of the SDLC from software design and implementation to testing and deployment.

	[image: Image result for cssa certification]IACRB
CSSA
	$499
100 Questions

	The CSSA determines if a candidate possess adequate knowledge to properly secure a SCADA system. It is designed to be relevant for power transmission, oil and gas and water treatment industries.

The CSSA certification provides professionals with an objective measure of competence as well as a recognizable standard of achievement. The CSSA credential is ideal for industrial network administrators and their managers, as well as IT professionals and their managers.

	[image: Advanced Certified ScrumMaster]
Scrum
A-CSM
	$3,500
Course
2-year Expiration
	The Advanced Certified ScrumMaster (A-CSM℠) tests the ability to facilitate better dialogue between the Product Owner, Scrum Team members, customers, stakeholders, and executives; Respond confidently when encountering resistance to change, lack of engagement, low motivation, and unavailability of key people; Increase engagement to encourage greater accountability, commitment, and buy-in Scale Scrum and Agile beyond a single team.

	[image: Image result for zachman enterprise architect associate]Zachman EA
Practitioner
	~$600
Evaluation
3-year Expiration
	The Zachman Certified™ - Enterprise Architect Practitioner (Level 2) is an enhancement and extension of the Zachman Certified™ - Enterprise Architect Associate. These extensions would be demonstrable by mapping the primitive architecture models against the methodology artifacts as well as by submitting actual case examples of the primitives and the composites for referee review.

	[image: Image result for axelos itil specialist]Axelos
ITIL MP
	~$1,400
4 Exams
Indefinite
	ITIL Managing Professional (ITIL MP) targets IT practitioners working within technology and digital teams across businesses. The Managing Professional (MP) stream provides practical and technical knowledge about how to run successful IT projects, teams and workflows.

	[image: Image result for giac gdsa]GIAC
GDSA
	$1,999
75 Questions
3-year Expiration
	The GIAC Defensible Security Architecture (GDSA) certificate is an industry certification that proves an individual is capable of looking at an enterprise defense holistically. A GDSA no longer emphasizing security through a single control but instead applies multiple controls ranging from network security, cloud security, and data-centric security approaches to properly prevent, detect, and respond. The end result is defense-in-depth that is maintainable and works.

	[image: Image result for sabsa logo]SABSA
Professional
	$5082
Course +
Exam Papers

	Advanced training modules required to obtain Practitioner certification expand a candidate’s delivery capability far beyond the knowledge of comprehension tested at Foundation level into a practical demonstration of the development and demonstration competencies to apply SABSA and achieve valuable results for the benefit of the organization and the individual.

	[image: Image result for cspsm]Scrum CSPSM
	$7,000
Course
2-year Expiration
	CSP-SM and CSP®-PO candidates are expected to build a body of knowledge of the Scrum framework, including its roles, events, and artifacts. Incorporating Scrum principles and practices takes diligence, patience, and a commitment to continuous improvement. Scrum is a framework, not a prescriptive methodology.

	[image: Image result for axelos itil leader]Axelos
ITIL SL
	~$1,000
2 Exams
Indefinite
	ITIL Strategic Leader (ITIL SL) recognizes the value of ITIL, not just for IT operations, but for all digitally enabled services. Becoming an ITIL Strategic Leader (ITIL SL) demonstrates that the professional has a clear understanding of how IT influences and directs business strategy.

	[image: Image result for asis cpp certification]ASIS
CPP
	$485
200 Questions
3-year Expiration
	The Certified Protection Professional (CPPⓇ) is considered the “gold standard” certification for security management professionals and demonstrates your knowledge and competency in seven key domains of security. Globally recognized as the standard of excellence for security management professionals.

	[image: Image result for zachman enterprise architect associate]Zachman EA
Professional
	~$600
Evaluation
3-year Expiration
	The Zachman Certified™ - Enterprise Architect Professional (Level 3) is an enhancement and extension of the Zachman Certified™ - Enterprise Architect Practioner. The Professional separates the practitioner from the master by building on the basic certification through acquiring a methodology capability and demonstrating how that methodology can be extended to produce primitive (architecture) models from which its composite (implementations) models are derived by delivering a case study.

	[image: Image result for togaf certified]TOGAF
Certified
	$495
8 Scenarios
2-year Expiration
	TOGAF 9 Certified: provides validation that in addition to the knowledge and comprehension of TOGAF 9 Foundation,  the candidate is able to analyze and apply this knowledge.
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PMP
	$555
200 Questions
3-year Expiration
	The Project Management Professional (PMP)® signifies that you speak and understand the global language of project management and connects you to a community of professionals, organizations and experts worldwide. Become a PMP and become a project hero.

	[image: Image result for axelos itil expert]Axelos
ITIL Expert
	~$4,000
Interview
Indefinite
	To achieve the ITIL Master certification, you must be able to explain and justify how you have personally selected and applied a range of knowledge, principles, methods and techniques from the ITIL Framework and supporting management techniques, to achieve desired business outcomes in one or more practical assignments.
Every ITIL Master candidate will select a different range of experiences that are personal to them, so there is no fixed syllabus for this qualification.

	[image: Image result for sabsa logo]SABSA
Master
	~$30,000
5 Courses +
Master Thesis
	A SABSA Master certificate demonstrates the very highest levels of Security Architecture capability and leadership.

	[image: Image result for cissp-issap] (ISC)2
CISSP-ISSAP
	$699
125 Questions
3-year Expiration
	The CISSP Information Systems Security Architecture Professional CISSP-ISSAP is an appropriate credential if you’re a chief security architect or analyst. Typically, you work as an independent consultant or in a similar capacity.
As the architect, you play a key role in the information security department. Your responsibilities fall between the C-suite and upper managerial level and the implementation of the security program.

	[image: Image result for cissp-issep] (ISC)2
CISSP-ISSEP
	$699
150 Questions
3-year Expiration
	The CISSP Information Systems Security Engineering Professional CISSP-ISSEP is an ideal credential for proving you know how to incorporate security into all facets of business operations.
This security engineering certification recognizes your keen ability to practically apply systems engineering principles and processes to develop secure systems. You have the knowledge and skills to incorporate security into projects, applications, business processes and all information systems.


Security Management
Security management is the interface between security operations and business or mission support. Security management certifications are generally useful for all security professionals but more appropriate for IT Project Managers, IT Managers, Security Officers, and C-level IT professionals. Security management certifications demonstrate that security professionals have security compliance, governance, risk management, and program development knowledge.
	Certification
	Exam Details
	Description

	[image: Image result for comptia project+]CompTIA
Project+
	$285
95 Questions
Indefinite
	The CompTIA Project+ examination is designed for business professionals who coordinate or manage small-to-medium-sized projects. The successful candidate will have the knowledge and skills required to:
- Manage the project life cycle
- Ensure appropriate communication
- Manage resources and stakeholders
- Maintain project documentation

	[image: Image result for ibitgq iso 27005]IBITGQ
C CS F
	$615
40 Questions
	The Certified Cyber Security Foundation Training - It is widely accepted that it is not a case of if but when an organisation will suffer a cyber attack. You and your staff need the knowledge and skills to be able to deal with them to minimise disruption to their organisation.

	[image: Image result for asis cpp certification]ASIS
APP
	$350
100 Questions
3-year Expiration
	Earning the APP will show your colleagues and supervisor that you have mastered the four domains of this APP:
- Security Fundamentals
- Business Operations
- Risk Management
- Response Management

	[image: Image result for mile2 CSLO]Mile2
CSLO
	$400
100 Questions
3-year Expiration
	The vendor-neutral Certified Security Leadership Officer certification course was designed for mid and upper-level managers as well as any engineers who seek to increase their knowledge in the security arena. The C)SLO course was designed to give management an essential understanding of current security issues, best practices, and technology.

	[image: Image result for pmi capm certification]PMI
CAPM
	$300
150 Questions
3-year Expiration
	The Certified Associate in Project Management (CAPM)® is an asset that will distinguish you in the job market and enhance your credibility and effectiveness working on — or with — project teams. The CAPM® recognizes your knowledge of the profession’s preeminent global standard, you’ll stand out to employers and be poised to move ahead.

	[image: Image result for ibitgq iso 27005]IBITGQ
CISRM
	$2,350
40 Questions

	ISO 27005 provides guidelines for information security risk assessments and is designed to assist with the implementation of a risk-based ISMS (information security management system). This exam covers ISO 27005:
All about the ISO 27005 information risk management standard and key risk management terminology;
How ISO 27005 is related to the ISO 31000:2009 risk management standard; and
How to assess, analyze and treat identified information security risks in accordance with ISO 27005 guidance.  

	[image: Image result for csslp] (ISC)2
CSSLP
	$549
100 Questions
3-year Expiration
	The Certified Secure Software Lifecycle Professional (CSSLP) is ideal for software development and security professionals responsible for applying best practices to each phase of the SDLC from software design and implementation to testing and deployment.

	[image: Image result for giac gcpm]GIAC
GCPM
	$1,999
150 Questions
3-year Expiration
	The GIAC Certified Project Manager (GCPM) certification validates a practitioner's knowledge of technical project management methodology and implementation. GCPM certification holders have demonstrated the critical skill sets associated with making projects successful, including effective communication and time, cost, quality, procurement and risk management of IT projects and application development.
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EC Council
CCISO
	$500
150 Questions
1-year Expiration
	EC-Council’s CCISO Program has certified leading information security professionals around the world. A core group of high-level information security executives, the CCISO Advisory Board, contributed by forming the foundation of the program and outlining the content that would be covered by the exam, body of knowledge, and training. Some members of the Board contributed as authors, others as exam writers, others as quality assurance checks, and still others as trainers.

	[image: Image result for ISACA CGEIT]ISACA
CGEIT
	$415
150 Questions
3-year Expiration
	The Certified in the Governance of Enterprise IT (CGEIT) recognizes a wide range of professionals for their knowledge and application of enterprise IT governance principles and practices. As a CGEIT certified professional, you demonstrate that you are capable of bringing IT governance into an organization—that you grasp the complex subject holistically, and therefore, enhance value to the enterprise.

	[image: Image result for giac gslc]GIAC
GSLC
	$1,999
115 Questions
3-year Expiration
	The GIAC Security Leadership (GSLC) certification validates a practitioner's understanding of governance and technical controls focused on protecting, detecting, and responding to security issues. GSLC certification holders have demonstrated knowledge of data, network, host, application, and user controls along with key management topics that address the overall security lifecycle.

	[image: Image result for giac gleg]GIAC
GLEG
	$1,999
75 Questions
3-year Expiration
	The GIAC Law of Data Security & Investigations (GLEG) certification validates a practitioner's knowledge of the law regarding electronically stored and transmitted records. GLEG certification holders have demonstrated knowledge of the law of fraud, crime, policy, contracts, liability, IT security, and active defense.

	[image: Related image]ISACA
CISA
	$545
150 Questions
3-year Expiration
	The Certified Information systems Auditor (CISA) designation is a globally recognized certification for IS audit control, assurance and security professionals.

Being CISA-certified showcases your audit experience, skills and knowledge, and demonstrates you are capable to assess vulnerabilities, report on compliance and institute controls within the enterprise.

	[image: Image result for asis cpp certification]ASIS
CPP
	$485
200 Questions
3-year Expiration
	The Certified Protection Professional (CPPⓇ) is considered the “gold standard” certification for security management professionals and demonstrates your knowledge and competency in seven key domains of security. Globally recognized as the standard of excellence for security management professionals.

	[image: Image result for giac gstrt]GIAC
GSTRT
	$1,999
75 Questions
3-year Expiration
	The GIAC Strategic Planning, Policy, and Leadership (GSTRT)certification validates a practitioner's understanding of developing and maintaining cyber security programs as well as proven business analysis, strategic planning, and management tools. GSTRT certification holders have demonstrated their knowledge of building and managing cyber security programs with an eye towards meeting the needs of the business, board members, and executives.

	[image: Image result for ISACA CRISC]ISACA
CRISC
	$595
150 Questions
3-year Expiration
	The Certified in Risk and Information Systems Control (CRISC) is the only certification that prepares and enables IT professionals for the unique challenges of IT and enterprise risk management and positions them to become strategic partners to the enterprise.

	[image: Related image]PMI
PMP
	$555
200 Questions
3-year Expiration
	The Project Management Professional (PMP)® signifies that you speak and understand the global language of project management and connects you to a community of professionals, organizations and experts worldwide. Become a PMP and become a project hero.

	[image: Certified Information Security Officer (S-CISO)]
SECO
S-CISO
	$100
Application
3-year Expiration
	If you already possess a SECO-Expert certificate or another high-level industry-recognised certificate, and you have three years of relevant work experience,  you are eligible to apply for a SECO-Certified Officer qualification. The qualification will be awarded upon a thorough assessment of your professional achievements.

	[image: Related image]ISACA
CISM
	$415
200 Questions
3-year Expiration
	The uniquely management-focused Certified Information Security Manager (CISM) certification promotes international security practices and recognizes the individual who manages, designs, and oversees and assesses an enterprise’s information security.

	[image: Information Security Management Expert]SECO
S-ISME
	$775
3-year Expiration
	The SECO Information Security Management Expert (ISME) prepares you for successful progression into a senior information security management role.  In this course, you will learn how to develop, implement, monitor and improve an enterprise-wide information security program in line with legal requirements, industry standards and business strategy objectives.

	[image: Image result for pmi pgmp]PMI
PgMP
	$1,500
170 Questions
3-year Expiration
	You manage multiple, related projects in a coordinated way, achieving benefits that could not occur if the projects were handled separately.

Your leadership is instrumental. With program management maturity, an organization’s projects are far more successful than without it — 76 percent compared to 54 percent according to our 2015 Pulse of the Profession® report. The Program Management Professional (PgMP)® is a visible sign of your advanced experience and skill and gives you a distinct advantage in employment and promotion.

	[image: Image result for giac GISP]GIAC
GISP
	$1,999
250 Questions
3-year Expiration
	The GIAC Information Security Professional (GISP) certification validates a practitioner's knowledge of the 8 domains of cybersecurity knowledge as determined by (ISC)2 that form a critical part of CISSP® exam. GISP certification holders will be able to demonstrate knowledge of asset security, communications and network security, identity and access management, security and risk management, security assessment and testing, security engineering, security operation, and software development security.

	[image: https://www.isc2.org/-/media/ISC2/Sponsor-Logos/logo-isc2-cissp-issap-square-border.ashx?h=116&w=89&la=en&hash=0844760AE73DAF0E086053E19042FA64160484FC] (ISC)2
CISSP-ISSAP
	$699
125 Questions
3-year Expiration
	The CISSP Information Systems Security Architecture Professional CISSP-ISSAP is an appropriate credential if you’re a chief security architect or analyst. Typically, you work as an independent consultant or in a similar capacity.
As the architect, you play a key role in the information security department. Your responsibilities fall between the C-suite and upper managerial level and the implementation of the security program.

	[image: https://www.isc2.org/-/media/ISC2/Sponsor-Logos/logo-isc2-cissp-issep-square-border.ashx?h=116&w=89&la=en&hash=98538C7F76458AB831A2B90A138CE33840C6B50B] (ISC)2
CISSP-ISSEP
	$699
150 Questions
3-year Expiration
	The CISSP Information Systems Security Engineering Professional CISSP-ISSEP is an ideal credential for proving you know how to incorporate security into all facets of business operations.
This security engineering certification recognizes your keen ability to practically apply systems engineering principles and processes to develop secure systems. You have the knowledge and skills to incorporate security into projects, applications, business processes and all information systems.
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CISSP-ISSMP
	$699
125 Questions
3-year Expiration
	You are vital to your organization’s success. Prove your knowledge and leadership skills with the CISSP Information Systems Security Management Professional (CISSP-ISSMP).

This cybersecurity management certification shows you excel at establishing, presenting and governing information security programs. You also demonstrate deep management and leadership skills whether you’re leading incident handling and/or a breach mitigation team.


Security Analysis
Security Analysis is a broad category focusing on the security monitoring and discovery of security risks through continuous detection analysis and/or auditing. These certifications are appropriate for entry level security professionals or advanced security auditors, analysts, and incident handlers or those that manage security operations. Security analysis certifications demonstrate that security professionals have knowledge in specific areas of risk management such as auditing, threat monitoring, or compliance monitoring.
	Certification
	Exam Details
	Description

	[image: Image result for ibitgq iso 27005]IBITGQ
C CS F
	$615
40 Questions
	The Certified Cyber Security Foundation Training - It is widely accepted that it is not a case of if but when an organisation will suffer a cyber attack. You and your staff need the knowledge and skills to be able to deal with them to minimise disruption to their organisation.

	[image: cspnew]Mile2
CSP
	$400
100 Questions
3-year Expiration
	Mile2®’s Certified Security Principles course provides the skills necessary to apply and implement technical knowledge of security concepts in today’s security environment. Students will gain an in‐depth knowledge of systems security, access control, network infrastructure, assessments and audits, cryptography and organizational security across all vendor products.

	[image: Image result for isaca csx foundation]ISACA
CSX-F
	$150
75 Questions
3-year Expiration
	The Cybersecurity Fundamentals Certificate exam is an online, closed-book, remotely-proctored exam. It covers: (1) Cybersecurity Concepts; (2) Cybersecurity Architecture Principles; (3) Security of Networks, Systems, Applications and Data; (4) Incident Response; and (5) Security Implications and Adoption of Evolving Technology (see Knowledge Statements for details). It includes 75 multiple-choice questions and the passing score is 65%. You will have two hours to complete the exam. Simply schedule the time and date that works for you.

	[image: Image result for ibitgq iso 27005]IBITGQ
CIS-F
	$720
3-year Expiration
	Certified ISO 27001 ISMS Foundation - Learn about ISO 27001 best practice and find out how to achieve compliance with the Standard. Our popular one-day ISO 27001 Certified ISMS Foundation classroom course, provides a complete introduction to the key elements required to achieve compliance with the Standard.

	[image: Image result for CIISec]CIISec
ICSF
	$450
100 Questions
	The Chartered Institute of Information Security ICSF entry level exam is the official starting point for those wishing to enter the cyber security profession. The Information and Cyber Security Foundation certification (ICSF) opens the doors for anyone to enter the rapidly growing Cyber Security workforce.

	[image: Image result for SECO ISF]
SECO
S-ISF
	$165
40 Questions
3-year Expiration
	The SECO - Information Security Foundation equips you with the knowledge and skills you need to lay the foundations of your security education and career.

	[image: Image result for isaca csx technical]ISACA
CSX-T
	$540
3 Exams
3-year Expiration
	If you’re just getting started in a cybersecurity role, or looking to change careers, our Foundations Series courses can help get you started. These virtual, self-paced instructional courses and certificate exams will help you build real technical skills through hands-on learning in a live and dynamic network environment. The Series introduces you to three areas critical to begin working in cybersecurity: packet analysis, Linux, and networking. Each course offers detailed instruction and guidance, along with hands-on lab work – in a comprehensive 16-hour virtual format.

	[image: Cyber and IT Security Foundation]EXIN Cyber Foundation
	$225

	The EXIN Cyber & IT Security Foundation certification builds IT professionals’ knowledge and understanding of the technical background surrounding digital security. It enables candidates to explain, understand and describe key concepts in Cyber and IT Security.

	[image: Image result for GIAC GISF]GIAC
GISF
	$1,999
75 Questions
3-year Expiration
	The GIAC Information Security Fundamentals (GISF) certification validates a practitioner's knowledge of security's foundation, computer functions and networking, introductory level cryptography, and cybersecurity technologies. GISF certification holders will be able to demonstrate key concepts of information security including: understanding the threats and risks to information and information resources, identifying best practices that can be used to protect them, and learning to diversify our protection strategy.

	[image: Image result for SECO SPF certification]
SECO
S-SPF
	$165
40 Questions
3-year Expiration
	Secure Programming Foundation offers an intensive hands-on introduction to secure software development. In this course, you will learn what common programming errors can lead to software vulnerabilities, how these errors are exploited by attackers, and how you can prevent the software flaws that enable cyberattacks.
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CSX-A
	$150
75 Questions
3-year Expiration
	ISACA®’s Cybersecurity Audit Certificate provides audit/assurance professionals with the knowledge needed to excel in cybersecurity audits. It provides security professionals with an understanding of the audit process, and IT risk professionals with an understanding of cyber-related risk and mitigating controls.

	[image: Cyber Secure Coder CSC]CertNexus
CSC
	$1,497
80 Questions

	The CertNexus Cyber Secure Coder is the comprehensive certification for validating secure coding practices - for all developers, in all programming languages, on all platforms.

	[image: CISSO large]Mile2
CISSO
	$400
100 Questions
3-year Expiration
	Mile2's Certified Information Systems Security Officer addresses the broad range of industry best practices, knowledge and skills expected of a security manager/officer. The candidate will learn in-depth theory pertaining to the practical implementation of core security concepts, practices, monitoring and compliance in the full panorama of IS management. Through the use of a risk-based approach, the CISSO is able to implement and maintain cost-effective security controls that are closely aligned with both business and industry standards.

	[image: eNDP logo]eLearnSecurity
eNDP
	$400
45 Questions

	The eNDP designation stands for eLearnSecurity Network Defense Professional. eNDP is 100% a practical and is issued to security engineers who provide proof of their hands-on skills through a comprehensive practical exam.

	[image: eWDP logo]eLearnSecurity
eWDP
	$400
60 Questions

	The eWDP designation stands for eLearnSecurity Web Defense Professional. It's a highly practical and challenging certification proving the skills of IT Security personnel and web application developers in the web application defense domain.

	[image: C:\Users\pmorgan\AppData\Local\Microsoft\Windows\INetCache\Content.MSO\2820645C.tmp]
EC Council
CEH
	$450
125 Questions
3-year Expiration
	A Certified Ethical Hacker is a skilled professional who understands and knows how to look for weaknesses and vulnerabilities in target systems and uses the same knowledge and tools as a malicious hacker, but in a lawful and legitimate manner to assess the security posture of a target system(s). The CEH credential certifies individuals in the specific network security discipline of Ethical Hacking from a vendor-neutral perspective.
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SECO
S-ISP
	$450

	Information Security Practitioner (ISP) enables you to apply information security management principles to the human, organisational and technological domains of information security. In this course, you will acquire an in-depth understanding of information security governance, risk management, compliance, awareness raising, monitoring and reporting. You will dive into the hacker’s mind, learn the phases of hacking, and understand popular cyberattack methods.

	[image: Image result for isaca csx technical]CSX-P
	$549
5 Tasks
3-year Expiration
	The Cybersecurity Practitioner certification tests one’s ability to perform globally validated cybersecurity skills spanning five security functions – Identify, Protect, Detect, Respond, and Recover – derived from the CSX-P Content Outline. CSX-P requires candidates demonstrate critical cybersecurity skills in a live, virtual environment assessing candidates’ analytical ability to identify and resolve network and host cybersecurity issues by applying foundational cybersecurity knowledge and skills required of an evolving cyber first responder.

	[image: Image result for comptia CySA+]CompTIA
CySA+
	$349
85 Questions
3-year Expiration
	The CompTIA Cybersecurity Analyst (CySA+) is the only intermediate high-stakes cybersecurity analyst certification with performance-based questions covering security analytics, intrusion detection and response. High-stakes exams are proctored at a Pearson VUE testing center in a highly secure environment. CySA+ is the most up-to-date security analyst certification that covers advanced persistent threats in a post-2014 cybersecurity environment.

	[image: Image result for ibitgq iso 27005]IBITGQ
CISRM
	$2,350
40 Questions

	ISO 27005 provides guidelines for information security risk assessments and is designed to assist with the implementation of a risk-based ISMS (information security management system). This exam covers ISO 27005:
All about the ISO 27005 information risk management standard and key risk management terminology;
How ISO 27005 is related to the ISO 31000:2009 risk management standard; and
How to assess, analyze and treat identified information security risks in accordance with ISO 27005 guidance.  
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CISMS-LA
	$400
100 Questions
3-year Expiration
	The Certified Information Security Management Systems—Lead Auditor certification course prepares students to competently lead audits of information security management systems (“ISMS”) to ensure that they meet ISO/IEC 27001 standards in any organization.
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CIS IA
	$1300
3-year Expiration
	Certified ISO 27001 ISMS Internal Auditor - This fully accredited, practitioner-led course equips you with the skills to perform internal audits that conform to ISO 27001 and drive continual improvement of an ISO/IEC 27001:2013-compliant ISMS.
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CCRMP
	$2,230
3-year Expiration
	Managing Cyber Security Risk - Modern organisations face the constant threat of cyber attack. Creating an effective cyber risk strategy to mitigate the risk of cyber crime is the only way to ensure your survival, but cyber security management can be complex and costly. With so many standards, best practices and technical controls to choose from, how do you get started on your plan?
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EC Council
ECSA
	$300
150 Questions
3-year Expiration
	You are an ethical hacker. In fact, you are a Certified Ethical Hacker. Your last name is Pwned. You dream about enumeration and you can scan networks in your sleep. You have sufficient knowledge and an arsenal of hacking tools and you are also proficient in writing custom hacking code.
Is that enough?
Can you become an industry accepted security professional? Will organizations hire you to help them protect their systems? Do you have any knowledge in applying a suitable methodology to conduct a penetration test for an enterprise client?
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CIS LI
	$2,350
3-year Expiration
	Certified ISO 27001 ISMS Lead Implementer - This fully accredited, practitioner-led course equips you to lead an ISO/IEC 27001 ISMS implementation project. This course will teach you the nine key steps involved in planning, implementing and maintaining an ISO 27001-compliant ISMS. It covers the best practices of information security management to ensure the confidentiality, integrity and availability of data.

	[image: Image result for ibitgq iso 27005]IBITGQ
CIS LA
	$1,700
3-year Expiration
	Certified ISO 27001 ISMS Lead Auditor - This fully accredited course equips you with the skills to conduct second-party (supplier) and third-party (external and certification) Information Security Management System audits. It covers the best-practice audit methodology based on ISO 19011 allowing you to master audit techniques.

	[image: Image result for csslp] (ISC)2
CSSLP
	$549
100 Questions
3-year Expiration
	The Certified Secure Software Lifecycle Professional (CSSLP) is ideal for software development and security professionals responsible for applying best practices to each phase of the SDLC from software design and implementation to testing and deployment.

	[image: cissaout]Mile2
ISSA
	$400
100 Questions
3-year Expiration
	Many organizations require an Information System Auditor’s expert knowledge when it comes to identifying critical issues and providing effective auditing solutions. The knowledge and course content provided in the vendor-neutral Certified Information Systems Security Auditor - C)ISSA will not only cover ISACA®’s exam but will provide a measurable certification that demonstrates proficiency in the IS Auditing Field.
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IBITGQ
C CR P
	~$1,700
3-year Expiration
	Certified Cyber Resilience Practitioner - This practical course provides a solid understanding of the key elements of a cyber resilience process, from the principles behind effective cyber security (identify and detect), to the elements of a robust business continuity management system, helping those responsible for cyber security to avoid cyber risks and also practically deal with cyber attacks when they do happen.

	[image: Information Security Management Professional based on ISO/IEC 27001]EXIN Professional
	$260
	Information is crucial for the continuity and proper functioning of both individual organizations and the economies they fuel; this information must be protected against access by unauthorized people, protected against accidental or malicious modification or destruction and must be available when it is needed. The module Information Security Management Professional based on ISO/IEC 27001 tests understanding of the organizational, physical and technical aspects of information security.
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GCIA
	$1,999
150 Questions
3-year Expiration
	The GIAC Intrusion Analyst certification validates a practitioner's knowledge of network and host monitoring, traffic analysis, and intrusion detection. GCIA certification holders have the skills needed to configure and monitor intrusion detection systems, and to read, interpret, and analyze network traffic and related log files.

	[image: Image result for ISACA CGEIT]ISACA
CGEIT
	$415
150 Questions
3-year Expiration
	The Certified in the Governance of Enterprise IT (CGEIT) recognizes a wide range of professionals for their knowledge and application of enterprise IT governance principles and practices. As a CGEIT certified professional, you demonstrate that you are capable of bringing IT governance into an organization—that you grasp the complex subject holistically, and therefore, enhance value to the enterprise.
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EC Council
CTIA
	$550
150 Questions
3-year Expiration
	Certified Threat Intelligence Analyst (C|TIA) is designed and developed in collaboration with cybersecurity and threat intelligence experts across the globe to help organizations identify and mitigate business risks by converting unknown internal and external threats into known threats. It is a comprehensive, specialist-level program that teaches a structured approach for building effective threat intelligence.
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GWEB
	$1,999
75 Questions
3-year Expiration
	The GIAC Web Application Defender certification allows candidates to demonstrate mastery of the security knowledge and skills needed to deal with common web application errors that lead to most security problems. The successful candidate will have hands-on experience using current tools to detect and prevent input validation flaws, cross-site scripting (XSS), and SQL injection as well as an in-depth understanding of authentication, access control, and session management, their weaknesses, and how they are best defended.
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GMON
	$1,999
115 Questions
3-year Expiration
	GIAC Continous Monitoring Certification (GMON) - Preventing all intrusions is impossible, but early detection is a must for the security of your enterprise. The proper use of Defensible Security Architecture, Network Security Monitoring (NSM)/Continuous Diagnostics and Mitigation (CDM)/ Continuous Security Monitoring will support the hindrance of intrusions and allow for early detection of anomalous activity.

	[image: Related image]ISACA
CISA
	$545
150 Questions
3-year Expiration
	The Certified Information systems Auditor (CISA) designation is a globally recognized certification for IS audit control, assurance and security professionals.

Being CISA-certified showcases your audit experience, skills and knowledge, and demonstrates you are capable to assess vulnerabilities, report on compliance and institute controls within the enterprise.
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CAP
	$419
125 Questions
3-year Expiration
	The Certified Authorization Professional (CAP) is the only certification under the DoD8570 mandate that aligns with each RMF step. It shows employers you have the advanced technical skills and knowledge to authorize and maintain information systems within the RMF using best practices, policies and procedures established by the cybersecurity experts at (ISC)².
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EC Council
CASE
	$100
50 Questions
3-year Expiration

	The Certified Application Security Engineer (CASE) credential is developed in partnership with large application and software development experts globally.
The CASE credential tests the critical security skills and knowledge required throughout a typical software development life cycle (SDLC), focusing on the importance of the implementation of secure methodologies and practices in today’s insecure operating environment.
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GCDA
	$1,999
75 Questions
3-year Expiration
	The GIAC Certified Detection Analyst (GCDA) is an industry certification that proves an individual knows how to collect, analyze, and tactically use modern network and endpoint data sources to detect malicious or unauthorized activity. This certification shows individuals not only know how to wield tools such as Security Information and Event Management (SIEM) but that they know how to use tools to turn attacker strengths into attacker weaknesses.

	[image: Image result for GSSP certification]GIAC
GSSP
	$1,999
75 Questions
3-year Expiration
	The GIAC Secure Software Programmer Java (GSSP-JAVA) or .NET (GSSP-NET) certification validates a practitioner's knowledge, skills, and abilities to write secure code and recognize security shortcomings in existing code. GSSP certification holders have demonstrated mastery of the security knowledge and skills needed to deal with common programming errors that lead to most security problems.
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GCCC
	$1,999
75 Questions
3-year Expiration
	The GIAC Critical Controls Certification is the only certification based on theCritical Security Controls, a prioritized, risk-based approach to security. This certification ensures that candidates have the knowledge and skills to implement and execute the Critical Security Controls recommended by the Council on Cybersecurity, and perform audits based on the standard.
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CRISC
	$595
150 Questions
3-year Expiration
	The Certified in Risk and Information Systems Control (CRISC) is the only certification that prepares and enables IT professionals for the unique challenges of IT and enterprise risk management and positions them to become strategic partners to the enterprise.
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GSNA
	$1,999
115 Questions
3-year Expiration
	The GIAC Systems and Network Auditor (GSNA) certification validates a practitioner's ability to apply basic risk analysis techniques and to conduct technical audits of essential information systems. GSNA certification holders have demonstrated knowledge of network, perimeter, and application auditing as well as risk assessment and reporting.

	[image: Information Security Management Expert based on ISO/IEC 27001]EXIN
Expert
	
	EXIN Information Security Management Expert tests the candidate’s knowledge, understanding, and skills around the Information Security Management System (ISMS). This includes structuring, maintaining, and optimizing the security of information within an organization. The certification is based on the international standard ISO/IEC 27001. The exam consists of a project paper, a presentation and interview.
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GDAT
	$1,999
75 Questions
3-year Expiration
	The GIAC Defending Advanced Threats certification is unique in how it covers both offensive and defensive security topics in-depth. Holders of the GDAT certification have demonstrated advanced knowledge of how adversaries are penetrating networks, but also what security controls are effective to stop them. Next to knowing what controls are instrumental to prevent recent attacks, certified GDAT professionals know that prevent-only is not feasible and thus know how to detect and respond to attacks.
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EC Council
CCISO
	$500
150 Questions
1-year Expiration
	EC-Council’s CCISO Program has certified leading information security professionals around the world. A core group of high-level information security executives, the CCISO Advisory Board, contributed by forming the foundation of the program and outlining the content that would be covered by the exam, body of knowledge, and training. Some members of the Board contributed as authors, others as exam writers, others as quality assurance checks, and still others as trainers.


Defensive Operations
Defensive operations is related to security analysis but focuses on actions taken in response to discovered threats. Defensive operations certifications are appropriate for technical security professionals such as Forensics Investigators, Incident Handlers, and SIEM experts. These certifications demonstrate that security professionals are familiar with industry best practices for responding to security incidents in an organization.
Forensics
	Certification
	Exam Details
	Description

	[image: cvfeout]Mile2
CVFE
	$400
100 Questions
3-year Expiration
	This course brings together two challenging areas facing IT security professionals today: incident response and virtualization. Forensics is at the heart of incident response, and therefore this training will focus on how to gather evidence relating to an incident – the what, when, where, who and why of an incident – within today’s common virtual environments.

	[image: Image result for mile2 CDFE]Mile2
CDFE
	$400
100 Questions
3-year Expiration
	The Certified Digital Forensics Examiner vendor-neutral certification is designed to train Cyber Crime and Fraud Investigators whereby students are taught electronic discovery and advanced investigation techniques. This course is essential to anyone encountering digital evidence while conducting an investigation. Mile2’s Certified Digital Forensics Examiner training teaches the methodology for conducting a computer forensic examination. Students will learn to use forensically sound investigative techniques in order to evaluate the scene, collect and document all relevant information, interview appropriate personnel, maintain chain-of-custody, and write a findings report.
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EC Council
CEH
	$450
125 Questions
3-year Expiration
	A Certified Ethical Hacker is a skilled professional who understands and knows how to look for weaknesses and vulnerabilities in target systems and uses the same knowledge and tools as a malicious hacker, but in a lawful and legitimate manner to assess the security posture of a target system(s). The CEH credential certifies individuals in the specific network security discipline of Ethical Hacking from a vendor-neutral perspective.

	[image: Image result for comptia CySA+]CompTIA
CySA+
	$349
85 Questions
3-year Expiration
	The CompTIA Cybersecurity Analyst (CySA+) is the only intermediate high-stakes cybersecurity analyst certification with performance-based questions covering security analytics, intrusion detection and response. High-stakes exams are proctored at a Pearson VUE testing center in a highly secure environment. CySA+ is the most up-to-date security analyst certification that covers advanced persistent threats in a post-2014 cybersecurity environment.
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PCI
	$485
125 Questions
3-year Expiration
	Earning a Professional Certified Investigator (PCIⓇ) designation provides independent confirmation of your specialized skills in security investigations, including case evaluation and review of options for case management strategies. It validates your ability to collect information through the effective use of surveillance, interviews, and interrogations.
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CDFE
	$400
100 Questions
3-year Expiration
	The Certified Digital Forensics Examiner vendor-neutral certification is designed to train Cyber Crime and Fraud Investigators whereby students are taught electronic discovery and advanced investigation techniques. This course is essential to anyone encountering digital evidence while conducting an investigation. Mile2’s Certified Digital Forensics Examiner training teaches the methodology for conducting a computer forensic examination.
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EC Council
CHFI
	$250
150 Questions
3-year Expiration
	Computer Hacking Forensic Investigator Certification - Computer hacking forensic investigation is the process of detecting hacking attacks and properly extracting evidence to report the crime and conduct audits to prevent future attacks.
Computer crime in today’s cyber world is on the rise. Computer Investigation techniques are being used by police, government and corporate entities globally and many of them turn to EC-Council for our Computer Hacking Forensic Investigator CHFI Certification Program.
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CNFE
	$400
100 Questions
3-year Expiration
	The Certified Network Forensics Examiner vendor-neutral certification was developed for a U.S. classified government agency. The C)NFE takes a digital and network forensic skill set to the next level by navigating through over twenty modules of network forensic topics. The CNFE provides practical experience through our lab exercises that simulate real-world scenarios that cover investigation and recovery of data in a network, Physical Interception, Traffic Acquisition, Analysis, Wireless Attacks, and SNORT. The course focuses on the centralizing and investigating of logging systems as well as network devices.
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CCE
	$485
Written Exam
2-year Expiration
	The purpose of the Certified Computer Examiner (CCE)® certification is to:
Professionalize and further the field and science of computer forensics
Provide a fair, vendor neutral, uncompromised process for certifying the competency of forensic computer examiners.
Certify computer forensic examiners solely based on their knowledge and practical examination skills and abilities as they relate to the practice of digital forensics.
Set high forensic and ethical standards for forensic computer examiners
Provide a universally recognized, unblemished certification that is available to all who can qualify, for a reasonable cost
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CMFE
	$499
75 Questions
	The Certified Mobile Forensics Examiner (CMFE) certification provides professionals with an objective measure of competence as well as a recognizable standard of achievement. The CMFE certification encompasses the following domains:
Mobile Forensics Process
Android Forensics
iOS Forensics
Windows Phones
Feature Phone Forensics
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CDRP
	$499
100 Questions
	The Certified Data Recovery Professional (CDRP) tests a candidate's fundamental knowledge of data recovery. Candidates must have the skills to successfully recover data from damaged or partially destroyed hard drives, sold state media and removable media. In addition to physical data recovery concepts tested, students must know how to perform logical recovery on common operating systems.
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CCTHP
	$499
100 Questions
	The Certified Cyber Threat Hunting Professional (CCTHP) is designed to certify that candidates have expert-level knowledge and skills in cyber threat identification and threat hunting.

The CCTHP body of knowledge consists of five domains covering the responsibilities of a cyber threat hunter. The certification exam is a 50-question, traditional multiple-choice test. Questions are randomly pulled from a master list and must be completed in two hours. The five CCTHP domains are:
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CCFE
	$499
100 Questions
Practical Exam
	The Certified Computer Forensics Examiner (CCFE) tests a candidate's fundamental knowledge of the computer forensics evidence recovery and analysis process. Candidates are evaluated on their relevant knowledge of both hard and soft skills. Candidates will be tested on soft skills; they must prove that they have the requisite background knowledge of the complex legal issues that relate to the computer forensics field. Candidates' hard skills are vetted via a comprehensive practical examination that is given to candidates that pass the online multiple choice exam.

	[image: ] eLearnSecurity
eCDFP
	$400
30 Questions
	The eCDFP designation stands for eLearnSecurity Certified Digital Forensics Professional. eCDFP is the most practical and advanced certification available on the market on digital forensics. By passing the challenging exam and obtaining the eCDFP certificate, a digital forensics investigator can prove their advanced skills in the fast growing area of digital forensics.
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eCTHP
	$400
Lab exam
	eLearnSecurity's eCTHP (Certified Threat Hunting Professional) certification is the most practical and professionally oriented certification you can obtain in threat hunting and threat identification in general. Instead of putting you through a series of multiple-choice questions, you are expected to perform an actual threat hunt on a corporate network. This threat hunt is modeled after real-world scenarios and cutting-edge malware.
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EnCE
	$200
Written Exam +
18 Questions
3-year Expiration
	The EnCase™ Certified Examiner (EnCE) program certifies both public and private sector professionals in the use of Opentext™ EnCase™ Forensic. EnCE certification acknowledges that professionals have mastered computer investigation methodology as well as the use of EnCase software during complex computer examinations.
Recognized by both the law enforcement and corporate communities as a symbol of in-depth computer forensics knowledge, EnCE certification illustrates that an investigator is a skilled computer examiner.

	[image: Image result for gasf certification] GIAC
GASF
	$1,999
75 Questions
3-year Expiration
	GIAC Advanced Smartphone Forensics (GASF)
The popularity of mobile devices in our work and personal lives has become increasingly broad and complex. The volume and type of data that these devices carry such as contact lists, email, work documents, SMS messages, images, internet browsing history and application specific data make them important for the individual who carries the device and allows for a rich source of data for forensic examinations.
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CFSR
	$250
Written Exam +
Practical Exam
3-year Expiration
	The Certified Forensic Security Responder (CFSR) certification illustrates that an investigator is a skilled incident responder. It acknowledges professionals who have mastered the necessary skills to prepare for cyber attacks, perform attack detection, validate and prioritize alerts and contain cyber incidents. In addition, it demonstrates the professional’s ability to conduct root cause analysis, manage a cyber breach remediation process, and evaluate lesson learned.

	[image: https://www.giac.org/images/design/custom/icons/certs/small/gcfe-gold.png] GIAC
GCFE
	$1,999
115 Questions
3-year Expiration
	The GIAC Certified Forensic Examiner (GCFE) certification validates a practitioner's knowledge of computer forensic analysis, with an emphasis on core skills required to collect and analyze data from Windows computer systems. GCFE certification holders have the knowledge, skills, and ability to conduct typical incident investigations including e-Discovery, forensic analysis and reporting, evidence acquisition, browser forensics and tracing user and application activities on Windows systems.

	[image: Image result for cawfe certification] IACIS
CAWFE
	~$750
Written Exam + Practical Exam
3-year Expiration
	The Certified Advanced Windows Forensic Examiner (CAWFE) program is an assessment process and not a simple, single test.  The process is composed of two separate assessments. The first component is the written examination, administered via the IACIS Moodle site. The second component is a practical assessment whereby candidates must answer questions that relate directly to a series of image files and Windows artifacts.
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GNFA
	$1,999
50 Questions
3-year Expiration
	The GIAC Network Forensic Analyst (GNFA) certification validates a practitioner's ability to perform examinations employing network forensic artifact analysis. GNFA certification holders have demonstrated an understanding of the fundamentals of network forensics, normal and abnormal conditions for common network protocols, processes and tools used to examine device and system logs, and wireless communication and encrypted protocols.

	[image: Image result for accessdata ACE security certification] AccessData
ACE
	$100 + active FTK License
~37 Questions
2-year Expiration
	AccessData Certified Examiner (ACE)
One of three vendor-specific credentials in this compendium, the ACE certification, identifies individuals familiar with the FTK Forensic Toolkit, the Password Recovery Toolkit (PRTK), the FTK Imager, and the Registry Viewer. ACE-certified individuals are well-versed in proper forensic investigation and evidence handling, with particular emphasis on the AccessData toolset. The certification page includes links to preparation videos that cover the entire range of topics for the exam at
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GCFA
	$1,999
115 Questions
3-year Expiration
	The GIAC Certified Forensic Analyst (GCFA) certifies that candidates have the knowledge, skills, and ability to conduct formal incident investigations and handle advanced incident handling scenarios, including internal and external data breach intrusions, advanced persistent threats, anti-forensic techniques used by attackers, and complex digital forensic cases. The GCFA certification focuses on core skills required to collect and analyze data from Windows and Linux computer systems.
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CSFA
	$750
50 Questions +
Hand-on Lab
2-year Expiration
	Digital Forensic Examiners that possess the CyberSecurity Forensic Analyst certification have proven that they are capable of conducting a thorough forensic analysis using sound examination and handling procedures and are able to communicate the results of their analysis effectively.
All exam scenarios have been thoroughly tested by digital forensics experts and are based on actual cases that any competent forensic examiner with the prerequisite skills and knowledge should be able to process.
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CFCE
	$750
Peer Reviewed 4 stage exams
3-year Expiration
	The Certified Forensic Computer Examiner (CFCE) program assesses the applicants understanding of the 7 core competencies: pre-examination procedures, computer fundamentals, partition schemes, file systems, data recovery, windows artifacts, and presentation of findings.
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GREM
	$1,999
75 Questions
3-year Expiration
	The GIAC Reverse Engineering Malware (GREM) certification is designed for technologists who protect the organization from malicious code. GREM-certified technologists possess the knowledge and skills to reverse-engineer malicious software (malware) that targets common platforms, such as Microsoft Windows and web browsers. These individuals know how to examine inner-workings of malware in the context of forensic investigations, incident response, and Windows system administration.


Incident Handling
	Certification
	Exam Details
	Description
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CIRM
Foundation
	$650
40 Questions
3-year Expiration
	Cyber attacks are now classed as the top threat to organisations. With the average cost of a cyber attack being £857,000 the financial implications for businesses are not something to ignore. It’s not just the financial loss but the damage to brand and reputation that businesses need to plan for.
This course will teach you the components of the cyber kill chain, recognise common cyber threats and understand common threat actors. Plus, how to define the structure, role and responsibilities of the cyber incident response team.
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EC Council
CEH
	$450
125 Questions
3-year Expiration
	A Certified Ethical Hacker is a skilled professional who understands and knows how to look for weaknesses and vulnerabilities in target systems and uses the same knowledge and tools as a malicious hacker, but in a lawful and legitimate manner to assess the security posture of a target system(s). The CEH credential certifies individuals in the specific network security discipline of Ethical Hacking from a vendor-neutral perspective.
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CySA+
	$349
85 Questions
3-year Expiration
	The CompTIA Cybersecurity Analyst (CySA+) is the only intermediate high-stakes cybersecurity analyst certification with performance-based questions covering security analytics, intrusion detection and response. High-stakes exams are proctored at a Pearson VUE testing center in a highly secure environment. CySA+ is the most up-to-date security analyst certification that covers advanced persistent threats in a post-2014 cybersecurity environment.
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CertNexus
CFR
	$250
100 Questions
3-year Expiration
	A CyberSec First Responder® is the first line of defense against cyber attacks that can cost an organization valuable time and money. The CyberSec First Responder® cyber security training and certification program will prepare security professionals to become the first responders who defend against cyber attacks by teaching students to analyze threats, design secure computing and network environments, proactively defend networks, and respond/investigate cyber security incidents.
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EC Council
ECIH
	$300
50 Questions
3-year Expiration
	
This latest iteration of EC-Council’s Certified Incident Handler (E|CIH) program has been designed and developed in collaboration with cybersecurity and incident handling and response practitioners across the globe.
It is a comprehensive specialist-level program that imparts knowledge and skills that organizations need to effectively handle post breach consequences by reducing the impact of the incident, from both a financial and a reputational perspective.
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eCIR

	$400
Labs

	The eCIR designation stands for eLearnSecurity Certified Incident Responder. eCIR is the most practical and advanced certification available on the market on Incident Handling & Response. By passing the challenging exam and obtaining the eCIR certificate, an Incident Responder can prove their advanced skills in the fastest growing area of network security.
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CCTHP
	$499
100 Questions
	The Certified Cyber Threat Hunting Professional (CCTHP) is designed to certify that candidates have expert-level knowledge and skills in cyber threat identification and threat hunting.

The CCTHP body of knowledge consists of five domains covering the responsibilities of a cyber threat hunter. The certification exam is a 50-question, traditional multiple-choice test. Questions are randomly pulled from a master list and must be completed in two hours. The five CCTHP domains are:

	[image: Image result for ecthp] eLearnSecurity
eCTHP
	$400
Lab exam
	eLearnSecurity's eCTHP (Certified Threat Hunting Professional) certification is the most practical and professionally oriented certification you can obtain in threat hunting and threat identification in general. Instead of putting you through a series of multiple-choice questions, you are expected to perform an actual threat hunt on a corporate network. This threat hunt is modeled after real-world scenarios and cutting-edge malware.
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GCIH
	$1,999
150 Questions
3-year Expiration
	The GIAC Incident Handler certification validates a practitioner's ability to detect, respond, and resolve computer security incidents using a wide range of essential security skills. GCIH certification holders have the knowledge needed to manage security incidents by understanding common attack techniques, vectors and tools, as well as defend against and respond to such attacks when they occur.
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GCED
	$1,999
115 Questions
3-year Expiration
	The GIAC Certified Enterprise Defender (GCED) certification builds on the security skills measured by the GIAC Security Essentials certification. It assesses more advanced, technical skills that are needed to defend the enterprise environment and protect an organization as a whole. GCED certification holders have validated knowledge and abilities in the areas of defensive network infrastructure, packet analysis, penetration testing, incident handling and malware removal.
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GCFE
	$1,999
115 Questions
3-year Expiration
	The GIAC Certified Forensic Examiner (GCFE) certification validates a practitioner's knowledge of computer forensic analysis, with an emphasis on core skills required to collect and analyze data from Windows computer systems. GCFE certification holders have the knowledge, skills, and ability to conduct typical incident investigations including e-Discovery, forensic analysis and reporting, evidence acquisition, browser forensics and tracing user and application activities on Windows systems.
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GCFA
	$1,999
115 Questions
3-year Expiration
	The GIAC Certified Forensic Analyst (GCFA) certifies that candidates have the knowledge, skills, and ability to conduct formal incident investigations and handle advanced incident handling scenarios, including internal and external data breach intrusions, advanced persistent threats, anti-forensic techniques used by attackers, and complex digital forensic cases. The GCFA certification focuses on core skills required to collect and analyze data from Windows and Linux computer systems.
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GCTI
	$1,999
75 Questions
3-year Expiration
	The GIAC Cyber Threat Intelligence (GCTI) certification, to me, marks an important moment in our field where we begin to move the art of cyber threat intelligence to science and codify our knowledge. In our complex and ever changing threat landscape it is important for all analysts to earn the GCTI whether or not they are directly involved in generating intelligence. Technical training has become common and helped further our security field the same has not been true for structured analysis training, until now. Many of security practitioners consider themselves analysts but have not fully developed analysis skills in a way that can help us think critically and amplify our technical knowledge.
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GREM
	$1,999
75 Questions
3-year Expiration
	The GIAC Reverse Engineering Malware (GREM) certification is designed for technologists who protect the organization from malicious code. GREM-certified technologists possess the knowledge and skills to reverse-engineer malicious software (malware) that targets common platforms, such as Microsoft Windows and web browsers. These individuals know how to examine inner-workings of malware in the context of forensic investigations, incident response, and Windows system administration.


Offensive Operations
Offensive operations is similar to security analysis but with a focus on testing systems for flaws through practical means so that those flaws can be resolved. These certifications are appropriate for penetration testers, exploitation engineers, and security consultants. Offensive operations certifications demonstrate that security professionals are aware of and able to perform practical methods for creating incidents in an environment with the goal of finding threats before an adversary does.
Penetration Testing
	Certification
	Exam Details
	Description
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CVA
	$400
~100 Questions
	The Certified Vulnerability Assessor C)VA is a fundamental cybersecurity certification course that focuses on vulnerability assessments. The CVA course focuses on foundational information such as the importance of a Vulnerability Assessment and how it can help an engineer prevent serious break-ins to your organization.
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EHF
	$225
40 Questions
	The EXIN Ethical Hacking Foundation certification provides IT professionals with a solid understanding and technical knowledge of the principles behind Ethical Hacking. The exam explains the different methods used to test and determine the security of the IT infrastructure within an organization.
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S-EHF
	$200
~40 Questions
3-year Expiration
	Ethical Hacking Foundation offers an intensive hands-on introduction to ethical hacking. The course has been specifically designed for beginners with little or no programming experience.
In Ethical Hacking Foundation, you will learn to hack by doing it. You will understand how hackers think and work, and you will try your hand at various hacking techniques, including Wi-Fi hacking, web vulnerability scanning, SQL injection, password cracking and file inclusion. At the end of the course, you will use your newly acquired hacking skills to perform a basic black-box penetration test.


	[image: CPEH large]Mile2
CPEH
	$400
100 Questions
	The Certified Professional Ethical Hacker vendor-neutral certification course is the foundational training to Mile2’s line of penetration testing courses. 
The CPEH certification training enables students to understand the importance of vulnerability assessments by providing industry knowledge and skills in Vulnerability Assessments. In doing so, the CPEH student is able to understand how malware and destructive viruses function. In addition, the CPEH course helps students learn how to implement counter response and preventative measures when it comes to a network hack.
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EC Council
CEH
	$450
125 Questions
3-year Expiration
	A Certified Ethical Hacker is a skilled professional who understands and knows how to look for weaknesses and vulnerabilities in target systems and uses the same knowledge and tools as a malicious hacker, but in a lawful and legitimate manner to assess the security posture of a target system(s). The CEH credential certifies individuals in the specific network security discipline of Ethical Hacking from a vendor-neutral perspective.

	[image: eJPT logo]eLearnSecurity
eJPT
	$400
Hands on Lab
	The eJPT designation stands for eLearnSecurity Junior Penetration Tester. eJPT is a 100% practical certification on penetration testing and information security essentials. By passing the challenging exam and obtaining the eJPT certificate, a penetration tester can prove their skills in the fastest growing area of information security

	[image: Image result for pentest+] CompTIA
Pentest+
	$349
85 Questions
3-year Expiration
	CompTIA PenTest+ is for cybersecurity professionals tasked with penetration testing and vulnerability management. CompTIA PenTest+ is the only penetration testing exam taken at a Pearson VUE testing center with both hands-on, performance-based questions and multiple-choice, to ensure each candidate possesses the skills, knowledge, and ability to perform tasks on systems. PenTest+ exam also includes management skills used to plan, scope, and manage weaknesses, not just exploit them.

	[image: Image result for emapt]eLearnSecurity
eMAPT
	$400
Hands on Lab
	The eMAPT designation stands for eLearnSecurity Mobile Application Penetration Tester. eMAPT is the certificate issued by eLearnSecurity to Mobile Application Security Experts who demonstrate their hands-on skills through a comprehensive and 100% practical exam.

	[image: CPTE large]Mile2
CPTE
	$400
100 Questions
	The vendor-neutral Certified Penetration Testing Engineer certification course is built firmly upon proven, hands-on, Penetration Testing methodologies utilized by our international group of Penetration Testing Consultants.

The C)PTE presents information based on the 5 Key Elements of Pen Testing; Information Gathering, Scanning, Enumeration, Exploitation, and Reporting. The latest vulnerabilities will be discovered using these tried and true techniques.

	[image: Ethical Hacking Practitioner]SECO
S-EHP
	~$300
10 Questions +
6 Essay Question
	Ethical Hacking Practitioner takes you deep into the art of penetration testing. In this course, you will gain a full understanding of the penetration testing process, from defining your project’s scope to drafting a final penetration test report for your management. As you move along in the course, you will gain hands-on experience in each main stage of a penetration test. You will analyse network traffic, hack wireless networks, scan networks, and exploit vulnerabilities to penetrate computer systems and websites.
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CRTOP
	$499
50 Questions
4-year Expiration
	Certified Red Team Operations Professional (CRTOP)
The CRTOP certification is designed to certify that candidates have the expert-level knowledge to perform a comprehensive red team assessment. The seven CRTOP domains are: Red team roles and responsibilities. Red team assessment methodology, Physical reconnaissance tools and techniques, Digital reconnaissance tools and techniques, Vulnerability identification and mapping, and Social engineering Red team assessment reporting

	[image: eCPPTv2 certification logo]eLearnSecurity
eCPPT
	$400
Hands on Lab
	The eCPPT designation stands for eLearnSecurity Certified Professional Penetration Tester. eCPPT is a 100% practical and highly respected Ethical Hacking and Penetration Testing Professional certification counting certified professional in all the five continents
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CPTC
	$400
100 Questions
	
The vendor-neutral Certified Penetration Testing Consultant course is designed for IT Security Professionals and IT Network Administrators who are interested in taking an in-depth look into specific Penetration tests and techniques against operating systems. This course will teach you the necessary skills to work as a penetration testing team, the exploitation process, how to create a buffer overflow against programs running on Windows and Linux while subverting features such as DEP and ASLR.
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	$400
100 Questions
	Certified Powershell Hacker C)PSH
We know that most companies have an Active Directory infrastructure that manages authentication and authorization to most devices and objects within the organization. Many use PowerShell to speed up and simplify management, which only makes sense. Did you know that a large percentage of hacks over the last year included PowerShell based attacks? Well, they did, which is why we spend 4 days learning how to hack like the pros using nothing but what is already available to us in Windows or now in open source code on Mac and Linux!

	[image: Related image]GIAC
GCIH
	$1,999
150 Questions
3-year Expiration
	The GIAC Incident Handler certification validates a practitioner's ability to detect, respond, and resolve computer security incidents using a wide range of essential security skills. GCIH certification holders have the knowledge needed to manage security incidents by understanding common attack techniques, vectors and tools, as well as defend against and respond to such attacks when they occur.
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IACRB
CPT
	$499
50 Questions
4-year Expiration
	The Certified Penetration Tester (CPT) certification is designed to certify that candidates have working knowledge and skills in relation to the field of penetration testing. The CPT consists of 9 domains directly relating to job duties of penetration testers: Penetration Testing Methodologies
Network Protocol Attacks, Network Reconnaissance, Vulnerability Identification, Windows Exploits, Unix/Linux Exploits, Covert Channels & Rootkits, wireless Security Flaws, and Web Application Vulnerabilities
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	$499
50 Questions
4-year Expiration
	The Certified Expert Penetration Tester (CEPT) certification is designed to certify that candidates have expert level knowledge and skills in relation to penetration testing.
The CEPT consists of 9 domains directly relating to job duties of expert-level penetration testers. The IACRB defines an "expert penetration tester" as: A person who is highly skilled in methods of evaluating the security of a computer systems, networks and software by simulating a attacks by a malicious user.

	[image: eWPT logo]eLearnSecurity
eWPT
	$400
Hands on Lab
	The eWPTv1 designation stands for eLearnSecurity Web application Penetration Tester and it's the only practical certification available on the market for the assessment of web application penetration testing skills. By passing the challenging exam and obtaining the eWPTv1 certificate, a penetration tester can prove their skills in the fastest growing area of application security.

	[image: Ethical Hacking Expert]SECO
S-EHE
	In Development
	The SECO Ethical Hacking Expert (S-EHE)
The certificate is intended to be an important career milestone for high-level ethical hacking professionals, as it constitutes the third level of a complete and extensive Certified Ethical Hacking Leader certification track. Achieving the Ethical Hacking Expert certificate demonstrates that the candidate has obtained the highest-level theoretical and practical knowledge in Ethical Hacking. Students coupling this high-level knowledge with relevant professional experience can apply for the Certified Ethical Hacking Leader certificate to become an S-CEHL.

	[image: https://www.giac.org/images/design/custom/icons/certs/small/gpen-gold.png]GIAC
GPEN
	$1,999
115 Questions
3-year Expiration
	The GIAC Penetration Tester certification validates a practitioner's ability to properly conduct a penetration test, using best practice techniques and methodologies. GPEN certification holders have the knowledge and skills to conduct exploits and engage in detailed reconnaissance, as well as utilize a process-oriented approach to penetration testing projects.

	[image: https://www.giac.org/images/design/custom/icons/certs/small/gwapt-gold.png]GIAC
GWAPT
	$1,999
75 Questions
3-year Expiration
	The GIAC Web Application Penetration Tester (GWAPT) certification validates a practitioner's ability to better secure organizations through penetration testing and a thorough understanding of web application security issues. GWAPT certification holders have demonstrated knowledge of web application exploits and penetration testing methodology.
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GPYC
	$1,999
75 Questions
3-year Expiration
	The GIAC Python Coder (GPYC) certification validates a practitioner's understanding of core programming concepts, and the ability to write and analyze working code using the Python programming language. GPYC certification holders have demonstrated knowledge of common python libraries, creating custom tools, collecting information about a system or network, interacting with websites and databases, and automating testing.
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OSWP
	$450
Hands on Lab
Indefinite
	Offensive Security Wireless Attacks (WiFu) introduces students to the skills needed to audit and secure wireless devices. It’s for penetration testers who have completed PWK and would like to gain more skill in network security.
In WiFu, students will learn to identify vulnerabilities in 802.11 networks and execute organized attacks. Each student will set up a home lab to practice the techniques learned in this online, self-paced course.
Successful completion of the course and exam confers the Offensive Security Wireless Professional (OSWP) certification.
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LPT
	$500
Hands on Lab
3-year Expiration
	The Licensed Penetration Tester (LPT)
The Advanced Penetration Testing Course by EC-Council was created as the progression after the ECSA (Practical) to prepare those that want to challenge the Licensed Penetration Tester (Master) certification and be recognized as elite penetration testing professionals. Our training has been designed by the best in the industry and meant to push you to develop the kind of skill that you’ve been waiting to acquire.
LPT (Master) training is not comfortable (and the exam is even worse!) , but filled with intense stress meant to illicit the best from you. Those who prevail will have developed an instinctual and intellectual response to real world penetration testing challenges.
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GAWN
	$1,999
75 Questions
3-year Expiration
	The GAWN certification is designed for technologists who need to assess the security of wireless networks. The certification focuses on the different security mechanisms for wireless networks, the tools and techniques used to evaluate and exploit weaknesses, and techniques used to analyze wireless networks. Students will not only gain experience using tools to assess wireless networks, they will understand how the tools operate and the weaknesses in protocols that they evaluate.

	[image: eCPTX logo]eLearnSecurity
eCPTX
	$400
Hands on Lab
	The eCPTX designation stands for eLearnSecurity Certified Penetration Tester eXtreme and it is next step to the eCPPT certification. eCPTX is the most practical and advanced certification available on the market for the assessment of network penetration testing skills. By passing the challenging exam and obtaining the eCPTX certificate, a penetration tester can prove their advanced skills in the fastest growing area of network security.

	[image: eWPTX logo]eLearnSecurity
eWPTX
	$400
Hands on Lab
	The eWPTX designation stands for eLearnSecurity Web application Penetration Tester eXtreme and it is next step to the eWPT certification. eWPTX is the most practical and advanced certification available on the market for the assessment of web application penetration testing skills. By passing the challenging exam and obtaining the eWPTX certificate, a penetration tester can prove their advanced skills in the fastest growing area of application security.

	[image: OSCP Cert] Offensive Security
OSCP
	$800 - $1150
Hands on Lab
Indefinite
	Penetration Testing with Kali Linux is the foundational course at Offensive Security. Those new to OffSec or penetration testing should start here.
This online ethical hacking course is self-paced. It introduces penetration testing tools and techniques via hands-on experience. PWK trains not only the skills, but also the mindset required to be a successful penetration tester.
Students who complete the course and pass the exam earn the coveted Offensive Security Certified Professional (OSCP) certification.

	[image: OSWE Cert] Offensive Security
OSWE
	$999 - $1800
Hands on Lab
Indefinite
	Advanced Web Attacks and Exploitation (AWAE) is an advanced course for web application security. It’s an option for skills specialization after completing PWK and the OSCP exam.
AWAE teaches students the complex tools, techniques, and approaches used by sophisticated cybercriminals to create advanced web app exploits. This course sells out annually at Black Hat.
Students who complete the course and pass the exam earn the Offensive Security Web Expert (OSWE) certification, demonstrating mastery in exploiting front-facing web applications.
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GXPN
	$1,999
75 Questions
3-year Expiration
	The GIAC Exploit Researcher and Advanced Penetration Tester certification validates a practitioner's ability to find and mitigate significant security flaws in systems and networks. GXPN certification holders have the skills to conduct advanced penetration tests and model the behavior of attackers to improve system security, and the knowledge to demonstrate the business risk associated with these behaviors.

	[image: OSCE Cert] Offensive Security
OSCE
	$1200 - $1500
Hands on Lab
Indefinite
	Cracking the Perimeter (CTP) focuses more on exploit development. Students learn how to identify advanced vulnerabilities and misconfigurations in various operating systems, then execute organized attacks.
Students who complete the course and pass the exam earn the Offensive Security Certified Expert (OSCE) certification. This cert proves mastery of advanced penetration testing skills. OSCEs have also demonstrated they can think laterally and perform under pressure.
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EC Council
CEH
	$450
125 Questions
3-year Expiration
	A Certified Ethical Hacker is a skilled professional who understands and knows how to look for weaknesses and vulnerabilities in target systems and uses the same knowledge and tools as a malicious hacker, but in a lawful and legitimate manner to assess the security posture of a target system(s). The CEH credential certifies individuals in the specific network security discipline of Ethical Hacking from a vendor-neutral perspective.
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CREA
	$499
50 Questions
	The Certified Reverse Engineering Analyst (CREA) certification exam covers the following primary objectives:

Understanding hashing functions, Working with encrypted binaries, Reversing UPX and other compression types, Discovering stack overflows
Discovering heap overflows, Creating a sandbox to isolate malware
Unpacking malware, Monitoring registry changes, Identifying malware communication channels, and Understanding Digital Rights Management (DRM) implementations
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EC Council
ECES
	$249
50 Questions
3-year Expiration
	The EC-Council Certified Encryption Specialist (ECES) program introduces professionals and students to the field of cryptography. The participants will learn the foundations of modern symmetric and key cryptography including the details of algorithms such as Feistel Networks, DES, and AES.

	[image: eCXD logo]eLearnSecurity
eCXD
	$400
Hands on Lab
	The eCXD designation stands for eLearnSecurity Certified eXploit Developer. eCXD is the most practical and advanced certification available on the market on Windows and Linux exploit development and software vulnerability identification in general. By passing the challenging exam and obtaining the eCXD certificate, exploit developers can prove their advanced skills in the fastest growing area of software security.
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CEREA
	$499
Hands on Lab
	The Certified Expert Reverse Engineering Analyst (CEREA) certification is designed to assess the candidate’s knowledge of malware analysis topics including:

Command and Control protocols, Obfuscation and de-obfuscation techniques, Kernel-mode botnets, IDA configuration, Anti-RE methods and tools, Rootkit process, and DLL injection
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GMOB
	$1,999
75 Questions
3-year Expiration
	The GIAC Mobile Device Security Analyst (GMOB) certification ensures that people charged with protecting systems and networks know how to properly secure mobile devices that are accessing vital information. GMOB certification holders have demonstrated knowledge about assessing and managing mobile device and application security, as well as mitigating against malware and stolen devices.

	[image: eCRE logo]eLearnSecurity
eCRE
	$400
Hands on Lab
	The eCRE designation stands for eLearnSecurity Certified Reverse Engineer. eCRE is the Certificate issued by eLearnSecurity to the reverse engineers who will provide proof of their hands-on skills through a comprehensive and 100% practical exam.
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GPYC
	$1,999
75 Questions
3-year Expiration
	The GIAC Python Coder (GPYC) certification validates a practitioner's understanding of core programming concepts, and the ability to write and analyze working code using the Python programming language. GPYC certification holders have demonstrated knowledge of common python libraries, creating custom tools, collecting information about a system or network, interacting with websites and databases, and automating testing.
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GAWN
	$1,999
75 Questions
3-year Expiration
	The GAWN certification is designed for technologists who need to assess the security of wireless networks. The certification focuses on the different security mechanisms for wireless networks, the tools and techniques used to evaluate and exploit weaknesses, and techniques used to analyze wireless networks. Students will not only gain experience using tools to assess wireless networks, they will understand how the tools operate and the weaknesses in protocols that they evaluate.

	[image: OSCP Cert] Offensive Security
OSCP
	$800 - $1150
Hands on Lab
Indefinite
	Penetration Testing with Kali Linux is the foundational course at Offensive Security. Those new to OffSec or penetration testing should start here.
This online ethical hacking course is self-paced. It introduces penetration testing tools and techniques via hands-on experience. PWK trains not only the skills, but also the mindset required to be a successful penetration tester.
Students who complete the course and pass the exam earn the coveted Offensive Security Certified Professional (OSCP) certification.
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GXPN
	$1,999
75 Questions
3-year Expiration
	The GIAC Exploit Researcher and Advanced Penetration Tester certification validates a practitioner's ability to find and mitigate significant security flaws in systems and networks. GXPN certification holders have the skills to conduct advanced penetration tests and model the behavior of attackers to improve system security, and the knowledge to demonstrate the business risk associated with these behaviors.

	[image: OSCE Cert] Offensive Security
OSCE
	$1200 - $1500
Hands on Lab
Indefinite
	Cracking the Perimeter (CTP) focuses more on exploit development. Students learn how to identify advanced vulnerabilities and misconfigurations in various operating systems, then execute organized attacks.
Students who complete the course and pass the exam earn the Offensive Security Certified Expert (OSCE) certification. This cert proves mastery of advanced penetration testing skills. OSCEs have also demonstrated they can think laterally and perform under pressure.

	[image: OSEE Cert] Offensive Security
OSEE
	~$5,000 + Travel
Hands on Lab
Indefinite
	Modern exploits for Windows-based platforms require modern bypass methods to circumvent Microsoft’s defenses. In Advanced Windows Exploitation (AWE), OffSec challenges students to develop creative solutions that work in today’s increasingly difficult exploitation environment.
AWE is a particularly demanding penetration testing course. It requires a significant amount of student-instructor interaction. For this reason, we limit AWE courses to a live, hands-on environment at Black Hat USA in Las Vegas, NV.
This is the hardest course we offer and it requires a significant time investment. Students need to commit to reading case studies and reviewing the provided reading material each evening.
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